Chapter 7b
Qualified
Electronic Signature

Introduction

i-effect® *SIGG - At a Glance

o Secure and closed system environment when used within
IBM Power Systems .

o Parallel use of any number of card readers (scaling)

o Legally qualified signing

o High capacity mass signing of invoices.

o One license fee with an unlimited number of signatures.

o Integrated in i-effect® V1R5 or higher — the integrated solution for
IBM Power Systems

o j-effect® *SIGG, the signature server module of i-effect® — the integrated
solution for IBM Power Systems - can sign files generally, and PDF files in
particular in accordance with the German signature ordinances (SigV) and the
German
signature law (SigG). The manufacturer’s declaration for i-effect® *SIGG is also
in line with the requirements of SigV and SigG.

o j-effect® *SIGG software is written in the Java programming language and
requires a Java Runtime Edition of version 5.0 Update 6 or higher.

e Aninstallation license for the application software i-effect® - the integrated
solution for IBM Power Systems -is required.

o j-effect® *SIGG is the module which is responsible for generating qualified
signatures.

e j-effect® - the integrated solution for IBM Power Systems - creates and
sends signature jobs to the signature server module i-effect® *SIGG.
i-effect® — the integrated solution for IBM Power Systems — must be installed
on the IBM Power Systems where the IXS PCl card is located. The *BASE
module must also be installed in order to generate signature jobs. A detailed
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description of the generation of signature jobs can be found under “Start
Signature Job."

o j-effect® *SIGG offers a high level of security in a closed system environment.

o j-effect® *SIGG is run on an IXS PCI card within IBM Power Systems .

i-effect® *SIGG - Safe from Manipulation

To comply with the German signature law, i-effect® *SIGG is equipped with a mecha-
nism that can diagnose manipulations of the software.

Even the setup file of i-effect® *SIGG can be tested. With our diagnostic tool,
the hash sum of the file can be calculated and compared to the hash sum, cor
responding to the setup file, on our website.

Successful testing gives the user reassurance that the setup file of i-effect® *SIGG
is the original and has not been manipulated.

After i-effect® *SIGG is started, a status message as to the integrity of the software
will be displayed.

V' *SIGG is fine

Any manipulation is detectable directly after the application has been started.

# *SIGG has been manipulated

If a manipulation is detected, signing sessions can no longer be activated.
The server service, too, can no longer be started.

License

i-effect® *SIGG can manage and use several card readers for signature processes.

By purchasing a license, an open slot can be activated by one or more card readers
for signature processes.

If the use of several slots for signature processes is desired, than the purchase of

more licenses is required. Every additional license guarantees the parallel use of one
further slot.

The license encompasses the generation of signatures which are saved in a separate
P7S file.

A license for the i-effect® module *CRYPT is required to create signatures, which will
be embedded into the corresponding PDF document or saved in a file with the data
that will be signed (P7M).

A license for the i-effect® module *EDIFACT is required to sign EDIFACT files with
EANCOM 2002 Syntax 4; D.01B "Attached Digital Signature.” “Attached Digital
Signature” means that one signature will be generated for each EDIFACT message
and embedded in this message.

After the start of i-effect® *SIGG the current status of the available licenses and mo-

dules will be shown.

v Module *BASE available

i-effect #S8I
GQualifizierte Elelk

v *SIGG is fine

menkten

IBM Systam i saftware sokilions V Module *CRYPT available

menten GmbH v Module *EDIFACT available
Hauptstralie 136-140
51465 Bergisch Gladbach

v *SIGG license available

Note: Slots are used to access the information which is saved on a SmartCard
(provided by a Token). Signature jobs are processed by the logic which is contained in
the slot.

i-effect *SIGG

513



Installation

Installation consists of many separate steps and requires Java Runtime Edition Version
5.0 Update 6 or higher.

In addition, the installation of a middleware is required, connecting one or more card
readers with the inserted cards and the signature server. The software is an integral
part of i-effect® *SIGG.

To view the original PDF documents and the signed PDF documents, in order to test
the embedded signature, Adobe Acrobat Reader 8.x is required. Version 6.x of Acrobat
Reader can be used, too. Version 7.x, however cannot be used to test the signed
PDFs.

Recommendation: Currently, the verification software of D-Trust “D-SIGN Reader” is
recommended for verifying signed files with separate signature files and PDFs. This
software can be downloaded from the website of D-Trust (http://www.d-trust.nef).
Click on service and then on the left menu "kostenlose Prifsoftware.”

Installation of the Card Reader

The card reader CHIPDRIVE pinpad 532 from SCM Microsystems, which is in
accordance with German signature law, is used.

Driver Installation

IMPORTANT! The driver must be installed and the system restarted before the
card reader is attached!

The current driver version of the card reader will be on the installation volume. Start
the installation by running “Setup.exe” and follow the installation instructions.

It is recommended that the option for manual restart is used.

Afterwards, the user will be asked to connect the card reader for a firmware update.
This is normally not required, and possibly not desired, because for the generation of
qualified digital signatures the Federal Network Agency only allows firmware version
4.15 or 5.10 for this type of card reader.

Note: A version downgrade can only occur by returning the device to the
manufacturer.

Installation of Required Programs

Java Runtime Edition 5

The current version of Java Runtime Edition (JRE) can be downloaded from the Sun
Microsystems [website. The corresponding installation guide will also be available on
the webside.

Alternatively, a Java Runtime Edition installation file is included in the installation
volume and can also be used. If you prefer to use this Runtime, you can open the
installation file by double clicking. For the installation, please follow the installation
instructions.

Middleware

The installation of the appropriate software for the SmartCard is also required.

It is also important to follow the legal guidelines for the generation of digital
signatures. Restrictions for SmartCards may differ depending on the country.

The support of one additional signature creation device was integrated for Switzer
land. Along with SmartCards from SwissCom that are based on CardOS 4.3B from
Siemens, eTokens from Aladdin with qualified certificates from QuoVadis can also be
used.

Middleware will either be provided by us or will be included with the SmartCard by
the certification provider.

Supported Middleware

Only middleware that has a PKCS#11 standard interface can be used. The following is a
list of compatible SmartCard-software-combinations and the countries in which they can
be used.

Nexus Personal

Version: 4.6 or higher

PKCS#11 Library: personal.dll

(Standard) Path to PKCS#11-Library: \Program Files\Personal\bin

Supported SmartCard:

D-Trust multicard (Germany)


http://www.d-trust.net
http://www.d-trust.net

Nexus Personal software will be included on the D-Trust installation CD/DVD. Start the

file “PersonalSetup.exe” from the directory “NexusPersonal” from the CD and follow the

installation instructions.

Siemens CardAPI

Version: 3.11 or higher

PKCS#11 Library: siecap11.dll

(Standard) Path to PKCS#11-Library: \WINDOWS\system32

Supported SmartCard:
Cards with Siemens CardOS 4.3B (Switzerland)

The middleware CardAPI from Siemens will either be provided on the installation CD or
by the supplier.

To install the software, go to the subdirectory “Setup” of “Microsoft_Windows" of
CardAPI Software and run the file “Setup.exe.” Follow the installation instructions.

Aladdin PKIClient

Version: 4.5 or higher

PKCS#11-Library: eTPKCS11.dll

(Default-)Path of the PKCS#11-Library: \Windows\system32

Supported SmartCard:
eToken Pro 64K (4.2B) (Switzerland)

When using an Aladdin eToken, the software PKI Client from Aladdin is included on the
installation media. Call up the ,PKIClient-x32-X.xx.msi" from the directory ,04_Middle-
ware\Aladdin eToken PKI Client’ on the CD and follow the installation instructions.

A-Trust a.sign Client

Version: 1.2.x or higher

PKCS#11-Library: asignp11.dll

(Default-)Path of the PKCS#11-Library: \Windows\system32

Supported SmartCard:

a.sign Premium (Austria)

When using a a.sign Premium SmartCard, the software a.sing Client from A-Trust is
included on the installation media. Call up the file ,acSetup.exe’ from the directory ,04_
Middleware\ A-Trust aSign’ on the CD and follow the installation instructions.

Adobe Acrobat Reader 8.x

The Setup file for the installation of Adobe Acrobat Reader 8 can be found on the
installation CD.

Installation of i-effect® *SIGG

If the requirements for the installation of i-effect® SIGG signature server software are
met (Java Edition 5 or higher, middleware) the installation can be started by calling up
the file “Setup_VxRxMx_Bx.exe.

The setup file name of i-effect® *SIGG can be interpreted thus:

VxRxMx is the version of i-effect® — the integrated solution for IBM Power
Systems — with which the module i-effect® *SIGG is compatible.

Bx is the current Build number of the i-effect® *SIGG module of this version.
Newer builds have expansions or bug fixes of i-effect® *SIGG.

Testing the Integrity of the Setup File

If desired, the setup file of i-effect® *SIGG can be tested either with the CD/DVD or by
the download area of the i-effect® website.

We have provided an integrity verification tool for this purpose. This tool is found
either on the CD/DVD or in the download area of our i-effect® website.



To start the verification tool, double click on the file “i-effect_Prueftool.jar” and choose

"Signature Validation” from within the program.

— Validate hash values

D intngriesa Lsmang for B Sytem |

(O) Hash validation (&) Si

- ®
' effect Intergritats-Priftool

Signed File: | | [ Signed file

P7S-File: | | [ Eromse, .,

J
]

Mews

Open i-effect® *SIGG's setup file by clicking on “sign.file."

After the setup file has been opened, open the verification tool through “Browse...
and click on “Validate." The signature file has the same name as the setup file and

ends with “pks”

If the test was successful, the following display will appear:

= Validate hash values

D imtngria Lowang for M Syem i

() Hash validation (®) Signature validation

- ®
: effeC'[ Intergritats-Priftool

Signed File: Signed file
F75-File: |Setup_\l’1R4MD_Dl.exe.p?s | [ erowse. ]

The signed files hash equals the hash of the signature!
The certificabe was at the time of the validation valid
Certificate owner: menten GmbH, Certificate issuer: Trust Center Deutsche Telekom

Mew

Information about the validity of the certificate at the time of the test as well as

information about the owner and creator of the certificate will be displayed.

An unsuccessful test will bring up this display:

£ Validate hash values

- f f ®
‘ elrect Intergritats-Priftool
D b s Ltnang flr B Syartiem |
() Hash validation  (®) Signature validation
Signed File:
P75 File: |Setup_VlR4MD_01.exe.p7s | [ erowse.. |

The hash of the signature does NOT equal the hash of the signed file!

Verify if the correct files were used.

If the correct files were used, do not use this setup file for installation! Download the
setup file again from our website or from the installation CD.

Note: The software “D-SIGN” from D-Trust can also test the integrity of the setup file.

This tool can test the online status of the certificate signature.

The software “D-SING Reader” can be found on the D-Trust's website (http://www.d;
trust.nel). Click on “Service” and then the link “kostenlose Priifsoftware.”



http://www.d-trust.net
http://www.d-trust.net
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Installation of i-effect® *SIGG

After i-effect *SIGG's setup has been started, a window where the setup language
can be chosen will appear.

Choose the desired language or confirm the default setting by clicking on “OK"*

Installer Language

Please select a language.

[rosn K

[ Ok l [ Cancel ]

The welcome message will give instructions for the installation of i-effect® *SIGG.

B i -effect *SIGG Setup =S|

Welcome to the i-effect *SIGG
Setup Wizard

This wizard will guide you through the installation of i-effect
*31GG

It is recormended that vou close all other applications
before starting Setup. This will make it possible ta update
relevant syskem files without having to reboat wour
Computer.

Click Mesxt bo continue,

In the next dialog, the license conditions will be displayed.

B i-effect *SIGG Setup

License Agreement
Flease review the license terms before instaling i-effect *5IGE,

Press Page Down ko see the rest of the agreement.

1. Lizenzbedingungen - Deutsch
1I. License conditions - English

1. Lizenzbedingung - Deutsch

Der Lizenz-vertrag definiert die Mutzungsanforderungen der Software Fir den

agreement ko install i-effect *SIGE. Click Mext bo continue,

(1 accept the terms in the License Agreement
(1 do not: aceept: the terms in the License Agreement:

| izenzrehmer. Der | izenznebrer sk sin | inkernebrmen. das Sofrware inkl. Schriftmaterial

If ywou accept the terms of the agreement, select the First option below, You must accept the

b

< Back ” Mext = I [ Cancel

In this window, the install directory can be chosen manually.

We recommend the default directory path for the installation of i-effect® *SIGG.

B i-effect *SIGG Setup

Choose Install Location
Choose the Folder in which to install i-effect *S1aG,

Browse and select another folder. Click Nesxt ba conkinue.

Destination Folder

Setup will installi-effect #SIGG in the Following Falder, Ta install in a different Folder, click

| Browse. ..

Space required: 30.9ME
Space available: 1,2GE

< Back. H Mesxt = I [ Cancel
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After the installation path has been determined, the start menu entry of i-effect®

*SIGG can be assigned.

The installation starts after “Install” has been clicked.

Choose Start Menu Folder
Choose a Start Menu Folder For the i-effect *S1GG shortouts.

can also enter a name to create a new folder,

Select the Start Menu folder in which you would like to create the program's shorbcuts, You

]
5!

’

< Back ]I Install I [ Cancel

After the installation is complete, an overview of the actions that were performed will

be shown.

Installation Complete

Setup was completed successFully.

Completed

]
5!

(

Extract: SigG.exe, .. 100%

Extract: startup.jar... 100%

Create shortcuk: Ci\Programmeli-effect SIGGEY-effect SIGGE.Ink

Extract: .eclipseproduct... 100%

Extract: license.bxt,,, 100%

Created uninstaller: C:\Programmeli-effect SIGG URinstall exe

Output folder: CiiDokumente und Einstellungen|hamanntStartrmend\ Programmelj-ef. .,
Create shortcut: Ci\Daokumente und Einstellungenhamannti StartmeniiProgrammeli-...
Copy to Ct\Dokumente und Einstellungenthamannt)StartmeniProgrammeli-effect S1...
Copy to CHWINDOWS|system32ipkes 1 Lwrapper. dil

Copy Failed

Complsted

’

After installation a dialog will appear. Click on ,Finish” to end the installation program.

B i-effect *SIGG Setup

FoX

Completing the i-effect *SIGG
Setup Wizard

i-effect *S1GG has been installed on your computer.

Click Finish ko close this wizard,

Setup

After successful installation i-effect® *SIGG can be started.

fect *SIGG,
Ele window Server Help

A&E 0B

Welcome

Available stots 4,

Info

B servers
s Al done jobs:
e Jobs with error;
iy Jobs to sign;
iz Saved Jobs:

51 Log view | Tob View

Date

f f ®t
Ot ntegrarte Losung fr 19M Syster
i-effect ¥SIGG - VIR for i-effect VIRAMO
Qualifizierte Elektranische Signatur
V' 'SIGG is fine:
L % Module *BASE not available
] &
it 2 3 Madute CRYPY not svaabie
menten GmbH 3¢ Module *EDIFACT not available
Hauptstrafie 136-140 )
51465 Bergisch Giadbach 3¢ o SIGG license available
Slots Status
x
0
0
0
0
logType | Mame Text

The next step is the setup of the application.
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Program Settings

With the help of the settings dialog the configuration of the program can be changed.

The dialog can be opened from the toolbar:

i-effect *SIGG

File Window Server Help

A=)

Or from the menu File->settings:

j-effect *SIGG

GIEN Window  Server  Help

E,, Settings | @

Exit Chrl+x 1

The configuration dialog is divided into several tabs, from which the program com-
ponents can be configured.

By clicking on "OK" the configurations will be saved and the window will close.

When values are changed, clicking on “Apply” saves them without closing the configu-

ration window.

By clicking on “Cancel” the values that were changed will not be taken over and the
configuration window will be closed.

Server

Through this tab, the IP address and port which will receive the incoming tasks can be

determined.
Program Settings [‘5__<|

r| Client | Session | slot-Fikter | PKCS#11 Madules |10 4

Configuration of the Siga SignaturServers
Server-Settings

Lokale IP des Siga 192,165.205.115 w
Server Pork 22005
Stake of signature law Germany(DE) v

Connected CardReader

Murnber of Card Reader | 1

(0] 4 ] [ Close ] [ Accept

The following server settings can be changed:

Local IP of SigG

Menu of the available IP addresses.

Server Port

The port on which the server waits for incoming tasks.

Default port 22005

Country

The choice of country ensures that only SmartCards, signature processes, and possible
security measures for the generation of (qualified) electronic signatures, which are in
compliance with that countries regulations, will be activated.

525



526

IMPORTANT: It is absolutely necessary that the correct country is chosen and not
changed! If the country is not correct, it cannot be guaranteed that the generation of
qualified electronic signatures is in accordance with the law, as stated in the manu-

facturers declaration.

Number of Card Readers

The number of card readers that are connected and will be used for signature processes.

Default Value

1

Client

The client, as far as i-effect® *SIGG is concerned, is i-effect® — the integrated solution
for IBM Power Systems -, which sends jobs to the signature server.

The settings in this tab serve the signature server to access the i-effect® - IBM Power
Systems n order to allow license queries, to realize that the processing of jobs can be
followed via the i-effect® logbook, and to continue the processing of jobs which were
aborted or interrupted.

Program Settings f'5__<|

ession || Slot-Filker | PKCS#11 Modules | Jo ¢ *

Configuration of the i-effect - systems
i-effect - Settings

I-effect Hostname or IP-adress
Confirm Passwort _

Test connection to the i-effect system

(Gawez] @

(o] 4 ] [ Close ] [ Arccept

The following settings for i-effect® access can be changed:

i-effect Host Name or IP address

The host name or the IP address of the system on which i-effect is installed.

User Name

The user name with which the signature server can login to i-effect.

Password

The current user's password.
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Confirmation

Confirmation of the password which was entered before in order to avoid that a wrong
password is saved.

The settings for the connection to the i-effect system can be tested with the button
“Connect.”

If the connection to the i-effect system was successful, then a green check mark will
appear.

If the connection failed, then a red “X" will appear.

The cause of the error can be seen in the log display.

If no password was specified for the user, it can be entered here:

PKCS#11-Module Settings [X]

Enter password of user 'ieffect’

If no password was entered or saved for the user, a popup window will appear when
clicking ,,Connect” and the user will be asked to enter a password.

Session

The session is in effect, the central point of i-effect® *SIGG because signature pro-
cesses can only be run in an active session.

Due to the fact that i-effect® *SIGG can produce mass signatures, it is required that
the validity of a session be limited to fulfill the rrequirements of German signature
law. The owner of the SmartCard decides how long a signing session for signature
processes is valid.

The settings in this tab influence the standard validity of signing sessions for all slots
of SmartCards.

It is possible to adjust the signing session settings for the individual slots if more card
readers are used.

Individual settings of a slot overwrite the defaults.

Information about individual settings for validity of slots can be found under “Slot
Settings.”

Once a session is activated, any* number of signatures can be generated. A limit on
the number of signature processes or the time limit of session activities is required to
fulfill the requirements of German signature law.

(* as long as the certificate is valid.)

X

Program Settings

Server || Client | | Slot-Filter | PRCS#11 Madules | 30 ¢ *

Default settings of Session-Yalidity

tirne based | 30 | |Days w
sign-number based 1000
() use time based

() use number based

(0] 4 ] [ Close ] [ Accept
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Time Based

The value (in the chosen time unit) entered here will be added to the activation date
when a signing session is activated.

A signing session that was activated on the 6/June/2006 at 12 PM and which is valid for 5
days, will be valid until the 6/June/2006 12 PM.

To create further signatures, a new activation is required.

Number Based

The value entered here determines the number of signatures which can be run during the
signing session before the session looses its validity.

An active signing session with a predetermined value of 100 can only run 100 signatures
before the session looses its validity.

To create further signatures, a new activation is required.

UseTime Based

The validity of a signing session is determined by the specified time in the chosen time
unit.

Use Number Based

The validity of a signing session is determined by the specified number of signatures that
are to be realized.

Slot-Filter

This tab determine the slots to be displayed.

Program Settings FE

| PKCS#11 Modules | 30 ¢

Server | Client || Session

Slat-Filker
(%) show slots with mass sign Features
") show all sloks

[0 4 ] [ Close ] [ Accepk

Show Slots with Mass Sign Features

Only slots which are able to produce mass signatures will be shown in the overview of
available slots.

Show all slots

All available slots will be shown in the overview, even if they cannot be used.
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PKCS#11 Module

The tab PKCS#11 Module serves to manage the PKCS#11 Libraries. This tab allows to
access the card reader, and therefore the inserted smart cards.

Generally, several modules can be integrated.

If the library was properly loaded during the runtime of the program, the overview of
available slots with regard to their respective modules will be displayed.

Program Settings fz|

| Server || Client || Session | Slot-Filer | ERER
Aadd new, edit existing andfor remove existing pkcs# 11-modules,
i Tarme: Lib-Path
miod1 Mexus Personal — Ci\Programme|Personalibinip...
Ok ] l Close ] l Accept

By clicking the right mouse button in the module table, it is possible to add modules,
erase single modules, or edit the module name of an existing module.

D Marne Lib-Path
modt I Mews module, ..
Change module name
Remove selactad module

It is required that the module ID and the path to the module library be entered, if a
new module is added.

The module ID must start with the letters “mod” which usually will be followed by a

number (or character string) without spaces.

With the help of the file dialog, the module library can be searched on the system.

PKCS#11-Module Settings

Create a new module

3

Module ID: | |

Madule Manne: |

Module Path: ‘

|

Only the module name can be changed, when editing the module.

PKCS#11-Module Settings

Change settings of the module

3

Module 1D: |

Module Mame: | Mezxus Personal

Madule Path: ‘

&

[ o

J{

Cancel

)

Job Viewer

The job viewer serves the user to save jobs sent to i-effect® *SIGG for monitoring
purposes. The original files, which are to be signed, will be saved to enable the testing

of job data.

The settings here determine the time in which the data will be saved and the proba-
bility of incoming job to be placed into the overview.

The path to the start file of Adobe Acrobat Reader should be entered here, so that
PDF documents can be called up from the overview. All non-PDF files will be opened

with the Standard Text Editor, if possible.
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Program Settings

Session | Slok-Filker PKCS#llModulesl

Configuration of the job viewer to control data ko be signed

Path to Acrobak Reader |

Browse, ..

Probability of adding Job (%6) | |

Period af time to stare jobs (days) | 4 |

[0]4 ] l Close ] l Accept

Adobe Acrobat Reader Path
To display PDF documents the path to the program file of Adobe Acrobat Reader must be
specified.

PDF documents can be displayed with Acrobat Reader and checked for their integrity if
an embedded signature exists in the PDF document. The verification is only possible with
version 6.x and version 8.x.

Using Acrobat Reader version 7, the verification seems to function faultily and signals
changes in the document.

Note: Non-PDF files will be opened with the Text Editor from MS Windows, if
possible.

534

Probability of Acceptance (%)

Jobs which are sent to i-effect® *SIGG are placed in the job viewer with their appointed
probability.

The German signature law requires that, before signing starts, a job overview is listed in
oder to check the data to be signed.

This makes sure that corrupted or manipulated data can be detected.

Choose a values between 5% and 100%

Storage Time (days)

The jobs, stored in i-effect® *SIGG for control purposes, will be deleted after the defined
time has expired. .

Values between 1 and 7 can be specified.
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Slot Settings

effect *SIGG

Window Server Help

fi
A&0 OME

2] Log view | Job iew

Date Log Type
2008-03-14 11:35:26:625  INFO ¢ Slat..
20060314 11:34555:108 THEO : Ikt
: 20060514 11:27:28:953  INFO : Test
Overview 2008-03-14 11:26:34:781  ERROR: Test

~ Welcome | @ slot1D: 1 3 =
Available slots 1, 2
Slot (ID: 1) - SCM Microsystems Inc. SPRx32 USB Smart Card Reader 0 i
Nexus Personal . . "
CerificateInfo Session settings
Cardre:
D‘S";z ! 'dm _— certificate for signing Validity of Signing Session [
y icard 2 2 (Si
[Juse manual sessicn settings o m
SlotID: 1 (specifich Owner:  Test Advanced CA 2006 m
Organization: D-Trust GmbH Hunber of Signatures [Ctoo]
Country: - DE Duration of Valdy
- v [ =]
Vet W May 03 08:52:06 CEST 2006 S group [
vaidtor  Tue May 03 08:52:06 CEST 2011
Supported card mechanism
Root certificate: Unkninon mechanism with cade : 0+0000000050000046
M SHAZBH RSA_PKCS
QM RS PKCS U
Woken-lnfo) CHM_SHAGIZ RSA_PKCS
Details of the inserted token et e pres
Label : D-SIGM mukicard 2.0 2¢3 (Signat 2R
Menufacturer 1 : Semens A6 (C) e D etail.
] M RIPENDIZS RSA_PKCS etails
Free private memory : 4294967295 RS o oy
nfo.
i Server: x
e Al dore jobis: o
slot (10: 1) [_acihvate :
e Tbswtheror 0 i) [aava ] 00 o 11
ity Jobs o sign: o)
iz Saved Jobs: o
=0

Test
Slet ID:1 seiected For signing

Module with ID mad! has been initiaized

Connecting to sffect has been successful

ERROR cannecting to Feffect. Reasan: Passward i incar....

By clicking on the link (slot specific) in the overview of available slots, the details of a

slot will be called up.

Nexus Personal

CardReader 1
D-SIGM multicard 2.0 2ea (Signat

Clfstot ID: 1 specificy |

The detailed display enables to determine the individual values for the validity of the
signing session. The individual settings overwrite the default values, which were set in

the program settings.

Session settings

Validity of Signing Session

Use manual session setkings

(%) Number of Signatures

() Duration of Walidity |

30 | |Da3.-'s V|

Slok group

Use Manual Session Settings

By checking this box, the default values of the program settings will be overwritten and
values that were provided for this slot will be taken over.

Number of Signatures

The number entered here determines the number of signatures that can realized after the
slot has been activated. As soon as this number is reached, the slot will automatically be
deactivated.

Duration of Validity

The option to determine the validity of a signing session, based on a time limit, sets the
time interval and the time unit.

When the signing session is activated, the time when the session will losse its validity
will be determined.

Slot Group

Allocating a slot to a card group allows the creation of a pool of slots, which serves to
divide the jobs or to share the loads of signature jobs.

For example, one group can be used to sign invoices and another group to sign other
files.

IMPORTANT: Changes that are made to the individual settings of a slot will be saved
immediately and DEACTIVATE any active session of this slot.
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The detail screen shows information about the certificate and the root certificate
that are saved on the card.

This information includes the owner, the validity, and the serial number of the
certificate.

Token-Info

Details of the inserted token
Label ; D-5IGM mulkicard 2,0 Zca (Signat
Manufacturer ID : Siemens &G () I
Free private memory | 4294967295

Free public memory : 4294967295

Mazimurn PIM lenagth @ &

Firrmwate wersion : 1,00

Hardware wersion ;1,00

Information about the token on the SmartCard can also be viewed.

Certificate-Info

certificate for signing

et Rene Hamannt

Crganization: menken ambH
Counkry: DE

=1 H 194979
Valid from:  Wed Apr 158 09:25:37 CEST 2007
Walid ko Fri &pr 15 09:25:37 CEST 20038

Root certificate

Cwner: TEST D-TRUST Qualified Ca 1
Valid from:  ‘Wed May 03 03:44:41 CEST 2006
Walid ko Tue May 03 03:44:41 CEST 2011
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Program Launch

Before launching i-effect® *SIGG a few settings must made, which are described here
in detail.

Server Setup

e First, it is necessary to setup the server by confirming the IP address of the local
system which will receive the server jobs.

e |f a port other than the default port 22005 should be used, the new port must be
entered.

¢ Note: Changing the port requires a change in the i-effect® system settings or
indication of the target port at the start of a signature job.

Changes will be saved by clicking on “Apply "

More information about the individual points of server configuration can be found in
the program settings.

Client Setup

o Indication of the host name or the IP address of the system
where i-effect® is being run.

o Indication of a valid user name on the IBM Power Systems .
o If desired, the password of the specified user can also be entered
and saved.

If nothing is entered, a password request will appear where it is required.

o The settings can be tested by clicking on “Connect.”

Changes will be saved by clicking on “"Apply"

More information about the individual points of client configuration can be found in
the program settings.
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Setup of a PKCS#11 Module

o To add a new module, use the click right on the table select “New Module”
in the menu.

o It is required to enter a module ID (which begins with the letters “mod”).

o) Entering a module name is optional.

o It is required that the path of the module library be entered.

Changes will be saved by clicking on “Apply” or “OK."

More information about the individual points of module configuration can be found in
the program settings.

Session Activation for
Signature Operations

Using signature options require an active session.

Slot Choice

A slot must be chosen by checking it in the overview.

Nexus Personal

CardReader 1
D-SIGN muticard 2.0 2oa (Signst

Slot IDv: 1 (specific)

Note: Only slots supporting mass signatures can be checked. These slot will be
marked " Specific.”

License Testing
By checking a slot, the license test of i-effect® *SIGG will be activated.

[t will be checked if the required number of licenses is owned in order to use the
desired number of slots.

If the correct number of licenses is not owned to use the desired number of slots, the
following error message will appear:

Error by slot selection @
@ Error by slot selection

Reason:
There not enough licenses ko select ar activate this slat

Display Selected Slots
If a slot was chosen, the slot will appear in the section “Slots Status.”

In this section, all chosen slots will be sorted according to their modules. All chosen
slots are deactivated, which means that the session was not yet activated.

Slots Status

Hexus Personal

Slok (I0: 1) 00 [&Eroup: 1]

Slot Activation

Click on "Activate” to activate a slot and the generation of an active session for signa-
ture operations.

In order to make sure that the signature process meets the requirements of the
German signature law and German signature ordinances, the user will be asked to
confirm the job before the session is activated.
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Confirm activation

\:,/- The activated session is valid for 1000 signatures!
-

Please confirm the activation of the slot 1.

[ K i [ Cancel

This dialog informs the user that only a fixed number (the current value will be
displayed) of signatures can be generated, or that signatures can only be generated
until the defined time period has expired (current value will be displayed).

Confirm activation

L The activated session is up till 13.04.2008, 16:29 h valid
\_:/ and is able to generate signature up to the given time!

Please confirm the activation of the slot 1.

| K i [ Cancel

The confirmation guarantees that the authorized person, in accordance with

SigV, §15 (1) “at the generation of a qualified electronic signature c) “the generation of
a signature will be previously clearly displayed.” For mass signatures, it will be clearly
stated how many signatures can be created, or for how long they can be created.

This dialog is country specific and will only be displayed if the country for i-effect®
*SIGG configurations has been set to “Germany.”

Entering the PIN for the token in the slot will be requested.

Depending on the SmartCard, the PIN will either be entered with the system
keyboard or the card reader.

Note: In Germany it is required that the PIN be entered directly on the card reader.
It is not allowed that the PIN is entered and transmitted by signature software.
Therefore, only middleware and cards allowing that the PIN is entered directly at the
card reader are permitted.

In Switzerland, the situation is different. The type of the certificate and the securing
of the certificate in the signature creation device are important. A so-called eToken,

which is similar to a USB stick, and represents a card reader with an integrated
SmartCard and without a PIN pad, can be used. The keyboard can be used for login.

The signing session will be initialized after the PIN was entered successfully. The
default or the individual settings determine the validity of the session.

If the signing session was successfully activated, a green arrow will appear. The
form of validity (number of signatures or time frame) and the number of remaining
signatures or the ending time of the session will be displayed.

Slots Status

Hexus Personal

Slok (ID: 1) = [@roup: 1] Remaining Signs: 997

Note: The signature server will be started automatically if i-effect® *SIGG is not active
at the time of session activation.
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i-effect® *SIGG Start

i-effect® *SIGG can be started or stopped either from the tool bar or from the menu
"Server”

Starting the server from the tool bar:

File Window Server Help

AL E [OWR

Starting the sever form the menu Server->Start Server

File  WWindow m Help
Z m!';l E@ Stark server

I'I?l Cpen Job Queue

Availak
&% Job-Queue Viewer

Start Signature Job

To start a signature job, calling up the green screen from i-effect® — the integrated
solution for IBM Power Systems - is required.

To get to the menu for encryption and signatures, enter 12 in the i-effect® main menu
and press enter.

IEFFECT i-effect - The integrated solution for IBM System i
System: IS5EFFECT
Options:

10. To the conversion tasks

11. To the compression tasks

12, To the signature- and encrypting tasks
13. To the communication tasks

By choosing menu item 3 and pressing enter, a job for the generation of a qualified
signature can be created.

CRYPT i-effect signature- and encryption tasks
System: ISEFFECT
Options:

Signature:
1. Sign PDF filels)
Verify PDF filels)
Sign filels) qualified |
Encrypt file(s)
Decrypt file(s)

U nlwln

Alternatively, the parameters of ,signqdata’ will be displayed by entering the
command SIGNQDATA and F4.

=[Sitzung A - [24 x B0] [B=E]
Datei Bearboiten Scht Kommuniation Mionen Fenster Hife
B B 2% BE =6 % & ol ale

IEFFECT i-effect - The integrated solution for IBM System i

System: ISEFFECT
Options:

10. To the conversion tasks

11. To the compression tasks

12. To the signature- and encrypting tasks
13. To the communication tasks

Automation:
40. Work with i-effect server
41. Start i-effect server
42. End i-effect server

Master data:
50. Work with EDI master data
51. Work with EDI originators
52. Work with EDI communication profiles
More. ..
Selection or command
===> signgdata

F3=Exit F4=Prompt F9=Retrieve F12=Cancel F13=Logbook

| 1502 st e oy gt

The functions for performing signature jobs can be determined here. Depending
on signature type, there are up to three parameter pages, where the respective
parameters can be specified.

Note: The command SIGNQDATA exclusively creates signature jobs, which i-effect®
sends from the IBM Power Systems to the signature server (i-effect *SIGG). The
signature job transfers information about the data, which is to be signed, and in which
form the data will be signed. In order to avoid misuse of i-effect® *SIGG, the security
concept of the IBM Power Systems allows the user to define authorized user for the
command SIGNQDATA, .
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On the first page, the basic paramter settings are made, such as file path entry and
the selection of signature setting type. The selection of signature setting type sets the
configuration dialog according to the settings.

By pressing F10 further pages of parameters, based on previous selections, can be
displayed and paged through using the scrolling keys. F9 displays all parameters of the
command.

20[Sitzung A - [24 x BO] [B=E
= & ele
Sign data qualified (SIGNQDATA)
Type choices, press Enter.
Input path . . . . . . . . . . .
Input files (x, ?2) . . . . . . . x
Output path . . . . . . . . . . *FRMPATH
Output file . . . . . . . . . . *FRMPATH
Path for files in error . . . . *DEFAULT
Card group . . . . . . . . . . . 1 Number
Type of signature . . . . . . . *P7S *PDF, xP7S, xP7M, xEDIFACT
Bottom
F3=Exit F4=Prompt F5=Refresh F10=Additional parameters F12=Cancel
F13=How to use this display F24=More keys
<57 1502 - Skaung wurde sfolareich gestartet

Input Path [FRMPATH]
The absolute path of the file to be signed.

Input File(*,?) [FRMIFSFILE]

The file name of the files to be signed.

Output Path [TOPATH]
Optional: Absolute path of the output directory.
Default:

*FRMPATH Determines the input path of the file.

Output File [TOFILE]
Optional: File name under which the signed file will be saved.

Default:

*FRMFILE Uses file name of the input file.

In the case of PDF signatures, the original file name will be used. If *FRMPATH
is selected in the TOPATH parameter, the successfully signed PDF file will replace
the original.

"p7" will be added to the file name if a P7S signature is used.
“p7m" will be added to the file name if a P7M signature is used.

In the case of EDIFACT signatures, the original file name will be used. If *FRMPATH
is selected in the TOPATH parameter, the successfully signed EDIFACT file will replace
the original.

Path for Error Data [ERRPATH]

Optional: Path of the error directory where files that were not correctly signed will be
stored.

Default:

*DEFAULT Uses the default error directory. It can be found in the i-effect
installation directory under sigg/error.

Card Group [CARDGROUP]

It is possible to assign slots to card groups. The card groups enable the user to generate
one signature with one specific card. The signature job can only be performed by the slot
that belongs to the corresponding card group.

Signature Type [SIGTYPE]

There are four different signature types:

*PDF The signature is embedded in the PDF document.

*P7S The signature is saved in a separate “p7"” file

*PKCS7 The signature is packed and saved as a file in the ,SignedData’-
Container in the ASN.1 format.

*P7M The signature is saved with the file in a new “p7m” file.

*EDIFACT “Attached Digital Signature” according to EANCOM 2002 Syntax 4.

All or only one message type will be signed. The signature(s) will be
embedded in the original file.
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Configuration for the Creation of 3% et sl

- Host Edk vew Setwp Macrgs Intemet fielp
PDF-Signatures: *48 LR B DS e (1
. . - Sign data qualified (SIGNQDATA)
If *PDF is selected as signature type, specific parameters that only apply to PDF
. . . ) . Type choices, press Enter.
signatures will appear on the first configuration page.
Sighature position: POSITION
X Coordinate B B *AUTO
~ 1: i5effect - TN3270 Plus Width L. -
Host Edt Vew Seup Macros Internet Help Y Coordinate
tVE ER BB E S FFF[1] Heigth . .
" i Measurement methed . . . . . .
Sign data qualified (SIGNQDATA) Signature details: DETAILS -
Type choices, press Enter. Reason . :
Input path . . FRMPATH ] Contact
P . Signaturs picture:: PICTURE
Input files (*, )] - FRMIFSFILE Path to picture X *NONE
Placement B . Q
Qutput path .+« .+ .+« .« .« . . . TOPATH *FRMPATH More. . .
W . TOFILE “FRMPATH ggzzize kz::?rompt F5=Refresh Fl2=Cancel F13=How to use this display
Path for files in error B ERRPATH *DEFAULT
Connected ko iSeffect port 23 00;00.000 06,50  IBM-3477-FC NUM
Card group R . CARDGROUP 1
Type of signature ) SIGTYPE > *PDF
Signature visible ? . . . . . . VISIBLE *YES X . . s
Signature on page no . SIGPAGE *FIRST Conﬁgurann-Page 2 of ,S|gnqdata
More. .. . . .
F3-Exit Fd-Prompt FS-Refresh Fl2-CaResl Fl3-How to use this display (This form only applies to signature type *PDF):
F24=More keys
Connected ko iSeffect port 23 00:00.015 05,50  [BM-3477-FC UM
Signature Position [POSITION]
Visible Signature [VISIBLE] Only PDF Signature!
Only PDF signatures! Determines if the signature is visible in the PDF document. "
X-coordinate
Default: . . . .
Distance between the signature display and the left side of the PDF
. o document.
*YES Yes, the signature is visible.
*NO No, the signature is not visible. Default:
*AUTO The standard values will be used for the
Configuration page 2 from “signqdata” (only visible with signature type *PDF): x-and y- coordinates, and for width and height.

x-coordinate: 1

Signature on Page No. [SIGPAGE] width: 5

. . . . . - i o1
Only PDF signatures! Determines the page on which the signature will appear. y-coordinate

Height: 2
Default: eight
Unit of measurement: cm
*FIRST The embedded signature will appear on the first page.

Width

Width of the signature in the PDF document.
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Y-Coordinate

Distance between the signature and the bottom of the PDF document.

Height
Height of the signature in the PDF document.

Unit of measurement.

Unit of measurement for the coordinates, width, and height, which
determine the position in the PDF document.

Signature Details [DETAILS]

Only PDF signatures!

Reason

Optional: Reason for the signing the PDF document.

Contact

Optional: Contact information.

Signature Picture [PICTURE]
Only PDF signatures!

Path to the Image File

Optional: The path to the image file used as background for the visible
signature in the PDF document.

The following file formats are possible: JPG, GIF, BMP or PNG.

Default:
*NONE No image will be used. The PDF Reader uses its own
standard image.
Alignment

Optional: Determines the position of the image within the signature.

Possible Values:
*RIGHT The image will be aligned middle-right.
*LEFT (Default) The image will be aligned middle-left.
*TOP The image will be aligned middle-top.
*BOTTOM The image will be aligned middle-bottom.

Configuration for the Creation of an
EDIFACT-Signature:

If *EDIFACT is selected as signatur type, specific parameters that only apply to EDIF-

ACT signatures will appear on the first configuration page.

= 1: ibeffect - TN3270 Plus

Host Edit View Setup Macros Intemet Help

+VE ER BB E S FrrFr[1]

Sign data qualified (SIGNQDATA)
Type choices, press Enter.

Input path . . FRMPATH

Input files (*, ?) . FRUIFSFILE *

I

Output path . . TOPATH *FRMPATH
Output file . . TOFILE *FRMPATH
Path for files in error . ERRPATH *DEFAULT
Card growp . . . . . . . . . . . CARDGROUP 1
Type of signature . SIGTYPE > *EDIFACT
Message ID . . EDISIGT *UN
Binary Encoding . . EDIBINCODE *EDA
F3=Exit F4=Prompt FS=Refresh Fl0=Additional parameters Fl2=Cancel
F13=How to use this display F24=More keys

Connected to effect port 23 00:00.032_ 18,50 [BH-3477-C
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Signature Type [EDISIGT]
The type or format of the EDIFACT signature can be specified here.

There are 4 types of EDIFACT signatures:

*UN

*EANCOM

*IMS30

*IMS31

(Default) The format defined by the UN for signing EDIFACT files,
with the corresponding segments a data elemenst.

Format recommended by EANCOM for signed EANCOM files
with the corresponding structure of segments and data ele-
ments. Generally corresponds to the UN format.

The “ldeal Message Switzerland” format of signed EANCOM-
based files Version 3.0.

The "Ideal Message Switzerland” format of signed EANCOM-
based files Version 3.1. The only difference to Verion 3.0 is a
correnction of data element structure.

The format corresponds to the EANCOM format for signed EAN-
COM files, because IMS VerSsion 3.1 was developed as a basis
for the EANCOM standard.

Binary Encoding [EDIBINCODE]

This encoding format, in which binary values of data elements are encoded, is used to

insure that no forbidden characters are used.

Four encoding types are possible:

*EDA

*EDC

*HEX

*BASE64

*NONE
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(Default) The EDA filter according to ISO 9735-5 is an encoding
that creates binary data in a coded record with the character
range from UNOA. Data records increase in size because of en-
coding at a rate of 3/2. 2 of the 3 parts are reference data (50%
larger data volume)

The EDC filter according to ISO 9735-5 is an encoding that cre-
ates binary data in a coded record with the character range from
UNOC. The data record increases in size because of encoding
at a rate of 8/7 7 of the 8 parts are reference data (17% larger
data volume)

HEX encoding converts binary data into a hexadecimal character
string with characters 0-9 and A-F. The encoded data volume
doubles the size of the actual binary file size.

BASEG4 encoding converts binary data into a string of printable
characters, which consists of 64 characters: A-Z, a-z, 0-9, +,/
(without umlauts and ). The size of the encoded data volume
increases approximately 33% over the original data volume.

No encoding will be used. Binary data will be added to file
uncoded.

= 1; i5effect - TN3270 Plus.
Host Edi ¥iew Setup Macros Intermet Help

tVE BER CBR@ B S FrFFr[1]

Sign data qualified (SIGNQDATA)

Type choices, press Enter.

Escape UNA chars . B EDIUNAESC IYES

Line break B B EDIBREAKL *DEFAULT
Signature content . . . . . . . EDISIGCONT *USHCONT
Signature range . B EDISIGRNG *MESSAGE

Bottom
F3=Exit F4=Prompt F5=Refresh Fl0=Additional parameters Fl2=Cancel
F13=How to use this display F24=More keys

Connected to Seffect port 23 000,031 05,50 IBM-3477-FC UM

Configuration Page 2 of ,signgdata’ (Only visible for *EDIFACT signature types):

UNA Escape Charaters [EDIUNAESC]

Determines if the UNA characters in the newly inserted signature segement of the EDIF-
ACT file will be replaced with escape characters.

Possible Values:

*YES (Default) UNA characters present within the new segments
will be replaced with the escape character defined be the UNA
segment (,?" is the standard character).

*NO Existing UNA characters within the new segments will not be

replaced with escape characters.

Line Breaks [EDIBREAKL]

This parameter determines if a CRLF will be inserted at the end of a segment
or not. Depending on the settings, the original file will be changed and line
breaks will be inserted or removed.

Alternatively, the default setting can be used, which leaves the file unchanged
with regard to line breaks.

Possible Values:

*DEFAULT (Default) The file will be left unchanged with regard to existing or
non-existing CRLF characters.

*YES If no line breaks are in the original file, they will be inserted.

*NO Line breaks in the original file will be removed.
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Signature Content [EDISIGCONT]

This parameter determines which contents will make up the signature, when EDIFACT
messages are signed.

Possible Values:
*USHCONT (Default) The new signature header and the contents of the mes-

sage will be signed. Existing signature segments from previous
signature processes will not be used in signature calculation.

*USHTOUST Message contents from the beginning of the new signature hea-
der to the new signature trailer segment will be used in signature
calculation. Previous signatures in the message will be a part of
the new signature.

Signature Range [EDISIGRNG]
This parameter sets the signature range within an EDIFACT interchange (files).
Possible Values:
*MESSAGE (Default) Every message of an interchange will be signed (as long
as the message type was not limited with EDITYPE).

*INTCHANGE The entire EDIFACT data stream (file) will be signed. Only one
signature will be created for the all of the received data.

*GROUP Every group within an EDIFACT interchange will be signed.

EDIFACT Message Type [EDITYPE]

Either all message types (*ALL) or one specific message type can be signed (e.g OR-
DERS, INVOICE).

Default Setting:

*ALL All message types of EDIFACT files will be signed.

2[Sitzung A - [24 x BO] ==

Datei en Siht r i

Sign data qualified (SIGNQDATA)

Type choices, press Enter.

Additional Parameters

i-effect Sig server:

DNS name or ip . . . . . . . . xLOCALHOST
TCP/IP Port . . . . . . . . . *DEFAULT Number, xDEFAULT
Type of call . . . . . . . . . XASYNCH Character value, *SYNCH...

Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F13=How to use this display
F24=More keys

|1 1902 - Staung wrde erflgrich gestartet

Final Configuration Page of ,signgdata’:

i-effect *SIGG Server [EFFSERVER]

DNS Name or IP

Name or IP address of the system where the signature server is run.

Default:
*LOCALHOST

Note: The IP address of the sever must be entered because the signature sever is not
run locally.

TCP/IP Port
TCP/IP port of the signature server.

Default:

*DEFAULT The default port of the i-effect system will be used
(22005).
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Type of Query Jobs to Sign
Determines how the server will deal with requests. The first value is the number of jobs that are to be signed.

The second value (in parentheses) is the number of jobs that have been cached because
*ASYNCH (Default) The signature server causes i-effect not to wait of a repairable error but that have not yet been placed in the queue again.
A ORI Note: The display of the jobs queue shows the jobs in the queue and jobs in the buffer in
*SYNCH i-effect waits until a signature job has been ended by the order to delete them.
signature server.

Saved Jobs

Shows the number of saved jobs. Jobs will be saved if the server is stopped, even if the
jobs are in the queue. At the next start of the server, these jobs will be restored.

If the system crashes or fails or the program crashes, jobs will be restored in the same
manner.

Note: *SIGG jobs that are started synchronously will not be saved; they will be ended by

S - - ABORT.
Overview of Running Program Activities
The overview informs the user about the activities executed by i-effect® *SIGG.
Info
[ Server: b4 .
i+ &l done jobs: ] JOb V|ew
(% Jobs with error: a ) . . . . .
e o In the menu “Job View" all jobs will be displayed that were deposited in i-effect®
f& Jobs ko sign: oo . " . ; ) ; .
o *SIGG, based on their probability. This overview is a test mechanism, which allows a
ffa Saved Jobs: 0 .
spot check of the data to be signed.
This control mechanism checks the data for possible manipulation from unauthorized
persons and meets the German signature law, which requires that data (the non-
signed version) be viewable before signing.
Server =5
This field shows whether the signature server is running (green check) or is deactivated Session  Oviginal ~ Sigred  File-hlams Sidn-Type Insertsd
(red X) 93 & invoices.pdf POF 2008-03-14 12:19:131625

Finished Jobs

This field shows the sum of all successfully completed signatures of individual files since
the start of the program.

Incomplete Jobs Session

Shows the sum of incomplete jobs. Shows the session number under which the job will appear in the i-effect logbook.
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Original

With a double click on the symbol the original file can be displayed with Adobe Acrobat
Reader 6.0 or with MS Windows Editor, depending on the file type.

Signed

If the original file is a PDF document, and the signature was embedded in the document,
after the document has been successfully signed, a symbol will appear in this column.
Double clicking on the symbol opens the file in Adobe Acrobat Reader 6.0.

File Name

The name of the file to be signed.

Inserted

Time when the file was sent to the signature server.

Display of the “Job View "with the signed PDF document:

Session Criginal Signed File-Mame Sign-Type Inserted
< & = invoices., pdf PDF Z005-03-14 12:19:13:625

The context menu can be called up by clicking right on the desired job.

The original file and, if present, the signed file can be opened through the menu.

If a signed PDF document exists, the menu will appear as follows:

Session Original Signed File-Mame Sign-Type Inserted

HE

R —v_
Show selected original file
Show selected signed file

Logging

i-effect® *SIGG keeps a record of all important processes within the program and
displays them in the “Log View":

=0
Date Log Type Kame Text I
20058-03-14 12:16:26:265  INFO @ Sigh...  Starting SigGSe...  Starting Server =
2008-03-14 12:16:20:750  INFO: Ses...  Slot activation Slok I0:1 has been activated For signing.
20058-03-14 11:52:02:609  IMFO @ Siga...  Stopping 5igG5...  Stopping Server
2008-03-14 11:51:59:609  INFC: Ses... MO MORE 5ESS...  THE ARE NO MORE ACTIVE SESSIONS FOR SIGWING OPE. .. 2

A0SO%dd L1 ER 7] TR MO MORE SE: THE_NDE R MARE A TINE SESSIONS QD STERIMNG ADE

Log files are kept and updated for all messages in the installation directory in the
folder workspace\logs.

By clicking right, the context menu will open, which allows the user to copy one or
more logbook entries onto the clipboard, or to open the log file in the log view.

=8
Texk )
2008-03-14 12:16:20:,750  INFQ': Ses..,  Slotactivs 0Py to Clipboard ivated for signing.
2008-03-14 11:52:02:609 INFC: Sigh...  Stopping S Show content of log fle
2005-03-14 11:51:591609  INFO: Ses... MO MORE 9 TIVE SESSIONS FOR SIGNING OFE... 3

O0f03d 1B A7)  THIES . IO MORE SE! THE_ADE R MORE ACTINE SESSIAMS oD STERIMG QDE

Copy onto the Clipboard

Copies the contents of the selected lines onto the clipboard. The contents of the table’s
individual lines will be converted to the output format in the log file.

Display Contents of the Log file

Opens the log file overview with the log file in which the contents of the selected line are
saved. If more entries are chosen from the table, several tabs will be opened in the log
file overview (dependent on the entries in which the files are found).

The log file overview allows to run through all available log files by using the arrow
keys in the upper part of the window.

i-effect *SIGG
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The log file will be created according to the pattern siggserverYEAR-MONTH-DAY.log

for the calendar day on which the program was run.

Log-File Viewer

(==

2008-03-14 |

(s

2008.03.14 12:16:21:187 +0100 ¢
2008.03.14 12:16:21:187 +0100
2008.03. 14 12:16:26:687 +0100

[IMFC ] TP Session-Event;  MAME:Specific Session;  TEXT

[IMFQ ] TP Session-Activation;

[IMFO ] TWP:SigGServer;  MAME:Starting SigSServer;  TEXT

NAME:Slat activation; TEXT

| ™

Close

i-effect®s Job Logging

All messages regarding intermediate steps and events for signature jobs, which were
created by i-effect® - the integrated solution for IBM Power Systems -, will be entered

in the i-effect® logbook.

In the i-effect® logbook, the current status of a signature job can be viewed.

As long as a job has ACTIVE status, it has not been finished by i-effect® *SIGG and not

sent back to i-effect®.

A job can be finished with the status *OK, *DIAG or *ERROR.

If a job has been successfully signed, the signature server sends *OK back to

i-effect®.

=1 Sitzung A - [24 x B0]

Display status .

Type choices,
2=Details

Datei Bearbeten Scht Kommunikation  akiionen Fenster _tilfe

B mln| 2% BlE) 8 b 22 5 el

Work with i-effect logbook

All records

press Enter.
5=Activities 7=Job 9=Diag/Escape messages
15=Data exchange journal 19=Start again

Se Sess. ---Session start----
lect Number Module Action Date Time

_ 334 xSIGG SIGN 14.03.2008 12:19:12
F3=Exit F5=Refresh F8=Selection Fll=More vieuws
F15=Data exchange journal F17=Top F18=Bottom

menten GmbH, 2004.

System: ISEFFECT

--End---
Time Status
12:19:15 x0K

More. ..
Fl2=Cancel

|1 1902 - Staung wrde erflgrich gestartet

The display of a job’'s messages shows its history: which file(s) were processed by

which slot and which type was process by i-effect® *SIGG.

=1Sitzung A - [24 x B0

Se

F3=Exit

lect Time
12:
12:
12:
12:
12:
12:

19:
19:
19:
19:
19:
19:

Session number .

Type choices,
5=Message details

12
13

13
15
15

Fll=More vieus
menten GmbH, 2004.

Work with i-effect actions

334 Filtered

press Enter.

Activity
Sev. shortdescription
i-effect processing started.

PDF signature selected

cooooo

i-effect processing finished.

F5=Refresh F8=Selection F9=Diagnostic/cancel messages

F12=Cancel F17=Top F18=Bottom

Preparing signing of file "/sigg/pdf_in/x", type "xPDF",

Signature job added. Waiting for finalisation
Signature job successful completed by slot "1

System: ISEFFECT

Bottom

| 551 1902 - Sitzung wurde erfolgreich gestartet.

The message *DIAGNOSE at the end of a job means that not all of the files have
been signed successfully. Check the messages to find out the cause for the individual

problems.

The message *ERROR at the end of a job can have many causes. Only checking the

messages in the job log can reveal the cause.
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Logging in
i-effect®s “internal” Directory

In the “internal” directory of an i-effect® installation detailed information about the
processes of the individual i-effect® modules is protocolled. This serves to find and
correct problems that occur.

The log file for the *SIGG module will be saved according to the pattern “YEAR-
MONTH-DAY.sigg.log.”

This is an expansion of the i-effect® logbook, which accepts information regarding the
*SIGG signature sever ONLY.

i-effect® *SIGG Updates

In order to install a new version of i-effect® *SIGG, the older version must be
uninstalled before.

i-effect® *SIGG can be uninstalled either from the Control Panel-> Software or from
the Windows menu:

B i-effect SIGG \‘5‘ Uninstall i-effect 515G

Personal 4.6.1 vl 5 ieeffect slaa

After uninstalling is successfully completed, the new version of i-effect® *SIGG can be
installed as is described under “i-effect® *SIGG installation.”

IMPORTANT: If an update of i-effect® - the integrated solution for IBM Power Sys-
tems —is desired, it is required that the version of i-effect® *SIGG also be updated to
the correct version!
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Debugging

Error Message during Program Start-up

A lock mechanism is activated to prevent simultaneous running of several instances
of the *SIGG signature server.

If the *SIGG signature server is activated a second time, the following message will
appear:

i-effect *SIGG - Startup ERROR X
:/- Application is allready running or was not shutdown probably!
-
Please close the running instance

If the application was abnormaly kerminated vou can delete the lock,

Do ywou want ko proceed to delete the lack?

The start of the *SIGG signature server is interrupted.

If this display appears, even though no second instance is running, the locking can be
removed. It the case of a program crash, it might happen that the locking could not
longer be removed.

In this case, the locking can immediately be removed .

i-effect *SIGG - Startup ERROR X

9 Aok DI TR | ek

-
Don 't unlock the application while an other instance is allready
running!
Data will be lost or get corrupt!

Please confirm the deletion of the application lock.

[ ook [ Cancel

Note: IMPORTANT !!! It is possible to remove the locking, even if another instance
of the program is run! If the locking is removed in this case, the signature server will
start. Consequences: data loss, damage to the program configurations, job errors.
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Password is Incorrect

If an incorrect password has been entered in the program settings for the user of IBM
Power Systems , a dialog will be created form the framework, which enables access
to the resources of IBM Power Systems .

Signon to the Sys... |z|

FPassword is incarrect.

By closing the first window opens a further dialog, where the users password can be

entered.
System: _
User D

Fassword:

il

v Default User D

v Save passward

8134 Canceal

Do not enter the password here, and close the dialog by using CANCEL! The pass-
word cannot be saved by SigG signature server if entered here!

Delete Unprocessed Jobs

Jobs which were sent to the server can be deleted manually by opening the queue
overview. Deleted jobs will be logged in the i-effect® Systems logbook as ABORT.

Note: As long as the overview is open, no jobs in the queue will be processed (the
qgueue will be blocked)!

The queue overview can be opened either through the tool bar:

File Window Server Help

T Ad D = WE

or through the menu Server>Job-Queue:

File  ‘Window m Help
: *E mb.'l = Stop server
I'IE Block Job Queue

Availal

|@ Job-Cuueue Viewer

In the queue overview all current jobs being managed by the server will be displayed.

Active job overview [Z|
Session-Mo. File name/pattern Sign Type Group In Queue since
mHES Jeigaipdt inj* +PDF [1] 2008-03-14 13:10:35 |

Close

By right clicking in the table this overview will open in the context menu:

Session-Mo, File name/pattern Sign Type Sroup In Queue since

T IV

Delete Job
Delete Selected Jobs

Select Job
Select All Jobs
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Delete Jobs
The job selected by clicking right will be deleted.

Delete Selected Jobs

All jobs which were selected (checked) will be deleted.

Select Job

The job which was clicked right mouse button will be selected (checked).

Select all Jobs

All jobs in the overview will be selected (all items will be checked).



