Chapter 17

Appendix

Command overview

The following command interface is provided in order to integrate i-effect® into already
existing applications or routines. The commands permit the invokation of compression
and decompression routines. The described functions may also be retrieved through the
i-effect® user menu.

IEFFECT, *CMD
The command IEFFECT calls up the i-effect® main menu where all functions are centralized.

SETUP, *CMD

The command SETUP invokes the i-effect® setup routine.
See Chapter 3, i-effect Installation Routine

Commands for (Spool-)Conversion

CVTSTMSPLF, *CMD

This command serves the reconversion of data stream files in the SAV file format into spool
files. See Chapter 4, menu item 32

CVTDBF

The CVTDBF command allows the export of Power Systems database tables as data
stream files in the PC file format. See Chapter 4

RUNMAP, *CMD

The RUNMAP command starts a mapping.
See Chapter 5, Der RUNMAP Befehl
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Commands for Data Compression

CRTARC, *CMD

This command creates a blank ZIP archive.
See Chapter 6, menu item 1

WRKARC, *CMD

This command enables working with archives.
See Chapter 6, menu item 2

ADDZIP

This command is used to add files to an archive.
See Chapter 6, menu item 3

ADDARCFIL, *CMD (veraltet)

This command adds files or spool entries to a ZIP archive.
See Chapter 6, menu item 3

DSPARCFIL, *CMD

This command displays data from archives.
See Chapter 6, menu item 4

EXTARCFIL, *CMD

With this command files from an archive are extracted.
See Chapter 6, menu item 5

DLTARCFIL, *CMD

With this command files are deleted from an archive.
See Chapter 6, menu item 6

STRGZIP, *CMD

The command STRGZIP starts a compression or decompression. The use parallels the
description in Chapter 5.

For compression, see Chapter 6, menu item 7

For decompression, see Chapter 6, menu item 8

CRTSFXARC, *CMD

The command CRTSFXARC creates a self extracting archive.
See Chapter 6, menu item 9

Commands for Communication

SNDFILE, *CMD

The SNDFILE command sends EDIFACT files via predefined partner and communication
profiles. See Chapter 7, menu item 5

SNDAS2

The command SNDAS2 is used to send AS2 data. The AS2 is a standard for transmission of
B2B-data via http to defined business partners.
See Chapter 7, menu item 10

SNDTELEBOX, *CMD

The SNDTELEBOX command is used to send data via TELEBOX400 (X.400).
See Chapter 7 menu item 20

RCVTELEBOX, *CMD

The command RCVTELEBOX is used to receive TELEBOX (X.400) data and file it.
See Chapter 7, menu item 21

SNDEMAIL, *CMD

The SNDEMAIL command is used to send a text or any file attachments from the IBM
Power Systems with email. See Chapter 7, menu item 30

RCVEMAIL *CMD

The RCVEMAIL command is used to receive emails from a POP3 or IMAP compatible mail
server and to store them on the IBM Power Systems (in the IFS directory).
See Chapter 7, menu item 31

SNDFAX, *CMD

The SNDFAX command is used to send spooled files from the IBM Power Systems as a
fax.
See Chapter 7 menu item 40

SNDSMS, *CMD

The SNDSMS command is used to send text as an SMS. The text is sent by the *EMAIL
module to an Internet service provider, who in turn sends it as an SMS.

Because SMS and FAX transmission is handled by the same service provider,

licenses for i-effect® *BASE, *FAX, and the *EMAIL modules are required to use these
functions. See Chapter 7, menu item 34

SNDFTP, *CMD

The SNDFTP command is used to transmit data from a predefined partner profile via FTP.
See Chapter 7 menu item 50
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RCVFTP, *CMD

The command RCVFTP is used to receive data over a predefined partner profile via FTP.
See Chapter 7, menu item 51

SNDOFTP, *CMD

The SNDOFTP command is used to send data via the OFTP protocol.
See Chapter 7, menu item 60

RCVOFTP, *CMD

The RCVOFTP command is used to receive data via the OFTP protocol.
See Chapter 7, menu item 61

SNDHTTP, *CMD

The command SNDHTTP is used to send data over a predefined partner profile via HTTP or
HTTPS (HyperText Transfer Protocol (Secure)).
See Chapter 6, menu item 70

Commands for Encryption and Signature

DECRYPT, *CMD

The command DECRYPT is used to decrypt any file.
See Chapter 8a, Decrypt Files

ENCRYPT, *CMD

The command ENCRPT is used to encrypt any file.
See Chapter 8a, Encrypt Files

SIGNPDF, *CMD

The command SIGNPDF is used to sign the desired PDF files.
See Chapter 8a, Sign PDF File

SIGNQDATA, *CMD

The SIGNQDATA command is used to digitally sign different file formats and files in general
but especially PDF files.
See Chapter 8b, Start Signature Job

VERIFYPDF, *CMD

The command VERIFYPDF verifies the signed PDF files.
See Chapter 8a, Verify PDF Signature

Commands for Automation

WRKEFFSRYV, *CMD

This command is used to work with i-effect® server entries. Spool conversions, compres-
sions or email mailings can be defined and automatized. The program shows the existing

entries in an overview and allows to create, change and delete entries.
See Chapter 10, menu item 40

ADDEFFSRVE, *CMD

This command allows to add an entry to the server pool of the i-effect® server.
See Chapter 10, menu item 40

CHGEFFSRVE, *CMD

This command allows to change an entry to the server pool of the i-effect® server.

See Chapter 10, menu item 40

DSPEFFSRVE, *CMD

This command allows to display an entry to the server pool of the i-effect® server.
See Chapter 10, menu item 40

WRKSRVSLT, *CMD

This command calls up the interactive program to select data sources.
See Chapter 10, menu item 40

ADDSRVSLTE, *CMD

This commands adds a new entry to the data selection table.
See Chapter 10, menu item 40

CHGSRVSLTE, *CMD

This commands changes an entry to the data selection table.
See Chapter 10, menu item 40

DSPSRVSLTE, *CMD

This commands displays an entry to the data selection table.
See Chapter 10, menu item 40

WRKSRVPRC, *CMD

This command calls up the interactive program to define processing steps.
See Chapter 10, menu item 40

STREFFSRYV, *CMD

This command starts the i-effect® server.
See Chapter 10, menu item 41
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ENDEFFSRYV, *CMD

This command ends the i-effect® server.
See Chapter 10, menu item 42

Commands for Administration

RMVEFFLNK

The command RMVEFFLNK can remove or archive any IFS files. It is possible to either
delete all files or select files to be deleted.
See Chapter 12, Remove no longer required Files (RMVEFFLNK)

STREFREORG, *CMD

The command STREFREORG can organize all logbook files, archive directories, and internal
protocols generated by i-effect®. It is possible to either delete all files or select files to be
deleted.

See Chapter 12, menu item 83

WRKEFFMOD, *CMD

The command WRKEFFMOD is used to manage all modifiable parameters of the installed
modules. Additionally, every module can be licensed anew if the license number has been
communicated.

See Chapter 12, menu item 80

WRKEFFLOG, *CMD

With this command a list of all logbook entries can be displayed.
See Chapter 12, menu item 81

Commands for Administration

ENDEFFSBS

This command is used to end i-effect® sub systems.
See Chapter 12, menu item 86

HLDEFFSRVE

With this command a designated i-effect® server entry can be held.
See Chapter 10, HLDEFFSRVE (Hold Server Entry)

RLSEFFSRVE

With this command a designated i-effect® server entry can be released.
See Chapter 10, RLSEFFSRVE (Release Server Entry)

STREFFSBS

This command is used to starti-effect® sub systems. This will be required if the default set-
tings of the module concerned have been modified.
See Chapter 12, menu item 85

Commands for Report Creation

RUNREPORT, * CMD

The command RUNREPORT can be used to create a report.
See Chapter 9, RUNREPORT
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GNU Licence

The compression algorithms forming the basis for this product are subjected to the terms
and conditions of the GNU GENERAL PUBLIC LICENSE. Because of these conditions, we
as developers are obliged:

- to provide our partners, by request, with the source code of the
compression algorithms.

- to grant our partners the GNU licence agreenment rights.
- tosend our partners a copy of the licence conditions.

Hereafter, the exact wording of this licence'’s original version is to be found.

GNU GENERAL PUBLIC LICENSE, Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
675 Mass Ave, Cambridge, MA 02139, USA.

Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and
change it. By contrast, the GNU General Public License is intended to guarantee your free-
dom to share and change free software-to make sure the software is free for all its users.
This General Public License applies to most of the Free Software Foundation’s software
and to any other program whose authors commit to using it. (Some other Free Software
Foundation software is covered by the GNU Library General Public License instead.) You can
apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free
software (and charge for this service if you wish), that you receive source code or can get

it if you want it, that you can change the software or use pieces of it in new free programs;
and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these
rights or to ask you to surrender the rights.These restrictions translate to certain responsi-
bilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must give the recipients all the rights that you have. You must make sure that they, too,
receive or can get the source code. And you must show them these terms so they know
their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this
license which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain that everyone
understands that there is no warranty for this free software. If the software is modified by
someone else and passed on, we want its recipients to know that what they have is not the
original, so that any problems introduced by others will not reflect on the original authors’
reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the
danger that redistributors of a free program will individually obtain patent licenses, in effect
making the program proprietary. To prevent this, we have made it clear that any patent must
be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

GNU General Public License
-Terms and sonditions for copying,
distribution and modification

This License applies to any program or other work which contains a notice placed by the
copyright holder saying it may be distributed under the terms of this General Public License.
The ,Program? below, refers to any such program or work, and a , work based on the pro-
gram” means either the Program or any derivative work under copyright law: that is to say,
a work containing the Program or a portion of it, either verbatim or with modifications and/
or translated into another language. (Hereinafter, translation is included without limitation in
the term ,,modification”) Each licensee is addressed as ,you"

Activities other than copying, distribution and modification are not covered by this License;
they are outside its scope. The act of running the Program is not restricted, and the output
from the program is covered only if its contents constitute a work based on the Program
(independent of having been made by running the Program).

Whether that is true depends on what the Program does.

1) You may copy and distribute verbatim copies of the Program’s source code as you
receive it, in any medium, provided that you conspicuously and appropriately pub-
lish on each copy an appropriate copyright notice and disclaimer of warranty; keep
intact all the notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License along with the
Program.

You may charge a fee for the physical act of transferring a copy, and you may at
your option offer warranty protection in exchange for a fee.
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2)

3)

You may modify your copy or copies of the Program or any portion of it, thus form-
ing a work based on the Program, and copy and distribute such modifications or
work under the terms of Section 1 above, provided that you also meet all of these
conditions:

a) You must cause the modified files to carry prominent notices stating that you
changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or
in part contains or is derived from the Program or any part thereof, to be
licensed as a whole at no charge to all third parties under the terms of this
License.

c) If the modified program normally reads commands interactively when run,
you must cause it, when started running for such interactive use in the most
ordinary way, to print or display an announcement including an appropriate
copyright notice and a notice that there is no warranty (or else, saying that you
provide a warranty) and that users may redistribute the program under these
conditions, and telling the user how to view a copy of this License. (Excep-
tion: if the Program itself is interactive but does not normally print such an
announcement, your work based on the Program is not required to print an
announcement.).

These requirements apply to the modified work as a whole. If identifiable sections
of that work are not derived from the Program, and can be reasonably considered
independent and separate works in themselves, then this License, and its terms,
do not apply to those sections when you distribute them as separate works.

But when you distribute the same sections as part of a whole which is a work
based on the Program, the distribution of the whole must be on the terms of this
License, whose permissions for other licensees extend to the entire whole, and
thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to
work written entirely by you; rather, the intent is to exercise the right to control
the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the
Program (or with a work based on the Program) on a volume of a storage or distri-
bution medium does not bring the other work under the scope of this License.

You may copy and distribute the Program (or a work based on it, under Section
2) in object code or executable form under the terms of Sections 1 and 2 above
provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source
code, which must be distributed under the terms of Sections 1 and 2 above
on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any
third party, for a charge no more than your cost of physically performing
source distribution, a complete machine-readable copy of the corresponding
source code, to be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange; or,

4)

5)

6)

¢) Accompany it with the information you received as to the offer to distribute
corresponding source code. (This alternative is allowed only for noncommer
cial distribution and only if you received the program in object code or execut-
able form with such an offer, in accord with Subsection b above.).

The source code for a work means the preferred form of the work for making
modifications to it. For an executable work, complete source code means all the
source code for all modules it contains, plus any associated interface definition
files, plus the scripts used to control compilation and installation of the executa-
ble. However, as a special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary form) with the
major components (compiler, kernel, and so on) of the operating system on which
the executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy
from a designated place, then offering equivalent access to copy the source code
from the same place counts as distribution of the source code, even though third
parties are not compelled to copy the source along with the object code.

You may not copy, modify, sublicense, or distribute the Program except as
expressly provided under this License. Any attempt otherwise to copy, modify,
sublicense or distribute the Program is void, and will automatically terminate your
rights under this License. However, parties who have received copies, or rights,
from you under this License will not have their licenses terminated so long as
such parties remain in full compliance.

You are not required to accept this License, since you have not signed it. How-
ever, nothing else grants you permission to modify or distribute the Program or
its derivative works. These actions are prohibited by law if you do not accept this
License. Therefore, by modifying or distributing the Program (or any work based
on the Program), you indicate your acceptance of this License to do so, and all its
terms and conditions for copying, distributing or modifying the Program or works
based on it.

Each time you redistribute the Program (or any work based on the Program), the
recipient automatically receives a license from the original licensor to copy, dis-
tribute or modify the Program subject to these terms and conditions. You may not
impose any further restrictions on the recipients’ exercise of the rights granted
herein. You are not responsible for enforcing compliance by third parties to this
License.
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7)

8)

9)

10)

If, as a consequence of a court judgment or allegation of patent infringement or
for any other reason (not limited to patent issues), conditions are imposed on you
(whether by court order, agreement or otherwise) that contradict the conditions
of this License, they do not excuse you from the conditions of this License. If
you cannot distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you may not
distribute the Program at all. For example, if a patent license would not permit
royalty-free redistribution of the Program by all those who receive copies directly
or indirectly through you, then the only way you could satisfy both it and this
License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular
circumstance, the balance of the section is intended to apply and the section as a
whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other
property right claims or to contest validity of any such claims; this sec-tion has the
sole purpose of protecting the integrity of the free software dis-tribution system,
which is implemented by public license practices. Many peo-ple have made gener
ous contributions to the wide range of software distri-buted through that system
in reliance on consistent application of that sys-tem; it is up to the author/donor to
decide if he or she is willing to distribute software through any other system and a
licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a conse-
quence of the rest of this License.

If the distribution and/or use of the Program is restricted in certain coun-tries
either by patents or by copyrighted interfaces, the original copyright holder who
places the Program under this License may add an explicit geo-graphical distribu-
tion limitation excluding those countries, so that distribution is permitted only in
or among countries not thus excluded. In such case, this License incorporates the
limitation as if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the
General Public License from time to time. Such new versions will be similar in
spirit to the present version, but may differ in detail to address new problems or
concerns.

Each version is given a distinguishing version number. If the Program specifies

a version number of this License which applies to it and , any later version’ you
have the option of following the terms and conditions either of that version or of
any later version published by the Free Software Foundation. If the Program does
not specify a version number of this License, you may choose any version ever
published by the Free Software Foundation.

If you wish to incorporate parts of the Program into other free programs whose
distribution conditions are different, write to the author to ask for permission. For
software, which is copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our decision will
be guided by the two goals of preserving the free status of all derivatives of our
free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

1) BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FORTHE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLD-
ERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM ,AS IS* WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK ASTO THE
QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

12) IN'NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY
MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE,

BE LIABLETO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH
ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the
public, the best way to achieve this is to make it free software, which everyone can redis-
tribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the
start of each source file to most effectively convey the exclusion of warranty; and each file
should have at least the ,,copyright” line and a pointer to where the full notice is found.

<one line to give the program’s name and a brief idea of what it does.>

Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/or modify it under the terms of the
GNU General Public License as published by the Free Software Foundation; either version 2
of the License, or (at your option) any later version.

895



896

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRAN-
TY; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICU-
LAR PURPOSE. See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this pro-
gram; if not, write to the Free Software Foundation, Inc., 675 Mass Ave, Cambridge, MA
02139, USA.

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this when it starts in an
interactive mode:

Gnomovision version 69, Copyright (C) 19yy name of author.

Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type ‘show w'.

This is free software, and you are welcome to redistribute it under certain conditions; type
‘show ¢’ for details.

The hypothetical commands ‘show w' and “show ¢’ should show the appropriate parts of
the General Public License. Of course, the commands you use may be called something
other than “show w' and “show c’; they could even be mouse-clicks or menu items—-whatev-
er suits your program.

You should also get your employer (if you work as a programmer) or your school, if any,
to sign a ,,copyright disclaimer” for the program, if necessary. Here is a sample; alter the
names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program “Gnomovision’ (which
makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989 Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary
programs. If your program is a subroutine library, you may consider it more useful to permit
linking proprietary applications with the library. If this is what you want to do, use the GNU
Library General Public License instead of this License.

In the context of the present licence, we point out that:

- the paid charges are the charges for the transfer of the i-effect® runtime environ-
ment, not for the compression algorithm. This part is subject to the GNU Public
Licence terms and conditions. It is free of charge and may be copied, modified and
distributed.

- acopy of the underlying sources (compression/decompression) can be requested
within a time span of 3 years after product purchase and will be free of charge.

*SIGG Licence

i-effect® *SIGG can manage and use several card readers for signature processes. By pur
chasing a license an open slot can be activated by one or more card readers for signature
processes. If the use of several slots for signature processes is desired, than the purchase
of more licenses is required. Every additional license guarantees the parallel use of one
further slot. The license encompasses the generation of signatures, which are saved in a
separate P7S file. A license for the i-effect® module *CRYPT is required to create signa-
tures, which will be saved into the corresponding PDF document or saved in a file with the
data, that will be signed (P7M).

Note:

Slots are used to access the information, which is saved on a SmartCard (provided
by a Token). Signature jobs are processed by the logic, which is contained in the
slot.

Technical Advise Hardware

The Integrated File System

The IBM Power Systems Integrated File System (IFS) provides a coherent, coordinated set
of file systems which can be used for both physical storage of multiple files on System i,
and to communicate with file systems of other platforms.

In order to save i-effect® data stream files on the local IBM System i, or remotely controlled
on other platforms (PC, UNIX-Server, etc.), the IFS set of file systems includes the following
file systems.
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~root” The file system ,root” (/) has the advantage of data stream file sup-
port and of a hierarchical directory structure of the integrated file
system (IFS). The file system ,root” (/) carries the characteristics of
the file systems Disk Operating System (DOS) and OS/2. The file
system ,root” (/) should be used if i-effect® generated data stream
files are stored on the same local IBM Power Systems from where
the i-effect® command originates.

QNTC QNTC is the Windows NT server file system. This file system allows
to access files and objects that are saved on a PC with the opertaing
system Windows NT 4.0 (or above). Power Systems server applica-
tions are enabled to use the same data as Windows NT clients. QNTC
can be used to enable i-effect® to store data stream files on a PC with
the operating system Windows NT, Windows 2000 or Windows XP
etc., if this is preferred to the local IBM Power Systems. This provides
an efficient method to share i-effect® generated files with other users
in the network, or with costumers.

NFS NFS stands for Network File System. This file system allows to ac-
ces files and objects that are stored on a remote NFS server. A NFS
server is able to export a network file system which can be set up
dynamically by NFS clients. For example, this file
system can be used to send data stream files to a UNIX server.

QNetWare The QNetWare file system allows to access local and remote files and
objects stored on a Novell NetWare 4.10 or 4.11 server or individual
Novell Netware 3.12, 4.10 4.11 or 5.0 servers.
NeTWare file systems can be set up dynamically via existent local file
systems.

QOpenSys The Open Systems file system is compatible with UNIX based Open
System standards such as POSIX and XPG. Like the file system
Lroot” (/), it has the advantage of data stream file support and of a
hierarchical directory structure of the integrated file system (IFS). Ad-
ditionally, it supports upper and lower case in object names.

QDLS QDLS stands for the Document Library Service file system (formerly
known as “shared folders”). This files systems allows to access files

and folders. It should only be used if applications needing it are in use.

QDLS is considerably slower und is subject to significant restrictions
compared to the file system ,root” (/), e.g. concerning naming.

QFileSvr.400 This file systems allows to access other file systems on remote IBM
Power Systems servers. QFileSvr.400 can be used to save i-effect®

output files directly on other Power Systems.

All details concerning IFS can be found here: http://publib.boulder.ibm.com/iseries/v5r1/
|c2924/info/rzaia/rzaiacon.htn

In the following, the QNTC file system will be treated in more detail because its range of
functions is still not much known, but of a certain importance to Power Systems users.

QNTC

The QNTC file system is subordinated to the Integrated File System and allows Power
Systems to access files and network releases (e.g. printer or CD-ROM drive) being located
on a distant Windows NT system. Please note: In opposition to the widespread opinion, the
access is not restricted to integrated IBM NetFinity servers (also known as IPCS or FSIOP).

Using the QNTC file system, IBM Power Systems can read and write files which are physi-
cally located on a PC with the operating system Windows NT (or above), i.e. i-effect® can
output data directly to an NT server, if this is preferred to storing data in the file system
Lroot” (/).

In order to use QNTC, both a simple operating system and the TCP/IP Connectivity Utilities
for the IBM iSeries 400 (5722-TCP) are required. Please note: The setup of QNTC might

be difficult! For more detailed information concerning QNTC, please refer to the following
domain of the IBM Power Systems information center:

http://publib.boulder.ibm.com/infocenter/iseries/vbré/topic/ifs/rzaaxgntcfs.htm

Below, a short overview on the setup of QNTC can be found. It refers to the operating
system OS/400, version V5R1:

1) Domain name
First of all, please make sure that the domain name defined by the Power Systems
NetServer configuration is identical to the PC's Windows network workgroup name.
NetServer is the Power Systems function providing support for the Windows Network
Neighborhood. The Power Systems Navigator may be used in order to setup and man-
age NetServer.

Please note:Changing the domain name in NetServer may have consequences concern-
ing the recognition of network neighborhoods.

In order to setup and manage NetServer, click the name of your machine and open
“File Systems” in the Power Systems Navigator main window. Then, right-click on
Files Shares. Select “Open System i NetServer” from the menu to display the Net-
Server window.
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@ iSeries Navigator

Datei Bearbeken Ansicht Hif

3

Offnet ieries Netserver.

@ B 0 Minuten alt
[ Umgebung: Meine verbindungen [1effect: Dateifreigaben  iseries NetServer: IEFFECT
=W teffect A | Hame Pfad Beschrelbung ~
-5 Basisoperationen IHome fhome Benutzer-Verzeichnisse
* E:b‘i“mefw"gﬁ Dlleffect Jreffert Produktverzeichnis
*1-g, Konfiguration Lnd Service lleffectsar freffect_safe
i 'S“E‘;W:’kt lleffectvir Jirefect_debug/MRIMO i-effect Share
: BZHZ'Z: el Gropoen A Iefectiss Jieffect_debug/VR3M3 effect VIR3M
- Sairniniids Llteffectia0 Ireftectjeireng ieffect VIR4MD
=152 Dateisysteme HLlreffect1s0 Jieffect/VIRSMD
& [ Tntegrated Fie System lleffectz1n fireffect_debug V2R1MD ireffect shared folder
Dioteifreigaben e de fmeb.de
/-(& sicherung Inhalt anzeigen Lprivat Imeb, defprivate
# Anwendungsentwi  Offnen — |40IPublic Imeb, de/public
-}, AFP Manager Werkniipfung erstellen Didisry JQIBMProdData/0S400/DirSry ©5[400 - Directory Servic ¥
w i 1effectt Diese Ansicht anpassen  » | ¥ [€ | >
iw
Werbindung hinzufiigen D HiFe Fiir zugehtrige Tasks
@ rsitere

2) Richt-click on AS/400-NetServer and select Properties to display the Properties dialog
window where you can change the domain.

eries NetServer - leffect
Datei  Ansicht  Hife

Tilts| B|®| lEls| F

‘IBM iSeries-Unterstiitzung fiir Windows Netzwerkumgebun [iSeries NetServer: leffect

Zuriicksetzen und starten

Konfiguration

] F - MName Beschreibung
Fieigegebern  INFormationen £, Fieigegebens Obiskte Von iSeries NetServe:
& B Sitzungen Starten B sizungen iSeries MetServerSitz...

3) Select the General tab and click on “Next Start”.

iSeries NetServer-Eipenschaften - leffect

Allgemein ] Erweitert] WINS-Eonfiguration

IBM iSeries-Unterstitzung Fir Windows Metzwerkumgebung

Beim Starken van TCPJIP skarten:
Servername

Zugriff auf iSeries NetServer mit Systemnamen zulassen:

Domanennamne:
Beschreibung:
Aufgabenbereich als Anmelde-Server:

Authentifizierungsmethade:

Machster Start

Aktuele Einstellungen
Ja

QIEFFECT

Ja

MEE
MetServer 9407515 P1
Kein

Werschllsselte Kennwdrker

Ok | Abbrechen

Hilfe

4) A dialog window appears where the properties can be modified. They will take effect
from the next restart of NetServer on. Enter the workgroup name matching the NT PC

you wish access into the field Domain Name.

Allgemeine Eigenschaften fiir iSeries NetServer, - Néachst

IBM S eries-Unterstiitzung fur 'windows Netzwerkumgebung
¥ Beim Starten won TCPAP starten

Servername
QIEFFECT

v Zugiff auf iSeries NetServer mit S ystemnamen zulassen

Daomanennane:
[meR

Beschicibung,
[Metserver a07-515 1

Aufgabenbereich als Anmelde-Server: Kein -
Werschilizselte Kennwiiter ¥

Aul akiuelle Wete zulicksetzen
Ok, sbbrechen | Hite

Autherntifizisnungsmethods:

5) Please make sure that NetServer is not used by any other user before ending and re-
starting it. To end the NetServer, click on “Stop” and, once NetServer has fully ended,

click on the green triangle icon to restart

Changing the network identity from the PC side is possible on the Windows interface.

- For Windows 2000 choose Start/Settings/Control Panel/System. Select the Identi-
fication tab, click on Properties, select Workgroup and enter the workgroup name
matching the Power Systems NetServer domain name.

it.
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6)

7)

- InWindows XP this option is located on the Computer Name tab.
- InWindows NT this option is located in Start/Settings/Control Panel/Network.

Please note: You may have to reboot the PC for these changes to take effect.

User ID and Password

Furthermore, between IBM Power Systems and NT PC an accordance of user ID and
password is obligatory. It is necessary that the IBM Power Systems user ID is recog-
nized as a valid network user ID by the NT PC and that the passwords for IBM Power
Systems users and PC network users match. It is therefore advisable to create a special
user ID to communicate between the platforms using QNTC. This guarantees that

the password can be changed manually on both systems, if changing the password is
needed.

Testing the Connection

To test the connection, it is required to be logged on with exactly the same user ID/
password on Power Systems and in the PC network (as per description above). Then,
run the command WRKLNK ‘/QNTC/* on IBM Power Systems. The execution of this
command may take some minutes to complete at the first time it is run! The NT system
will appear on the list. If not, a connection to the NT system could be established
manually by using the command CRTDIR /QNTC/ <servername>". Replace <server
name> by the name of the NT system.

As soon as the NT system appears on the list, use option 5 (Display) in the WRKLNK
dialog (Work with Object Links) in order to display the shared data network devices on
NT.

To access the QNTC file system, insert QNTC, the name of the target PC and the name
of the shared NT network into the OUTPATH parameter’s path name of the CVTSPL
command.

Concerning the following example, we assume that output data, which was gener
ated by i-effect®, will be saved on the company's network server on Windows NT 4.0
(or above). It carries the name NTServer to ensure that every user in the company has
shared access to these files. On NTServer there is a share called NTFiles. Inside of it, a
directory called CustData is to be found. The command to convert a spooled file into a
PDF file and save it under JOBLOG.PDF may look as follows:

CVTSPL FILE(QPJOBLOG)
JOBNAM(041013/MENTEN/QPADEV000K)
SPLNBR(1)
OUTPATH(’/QNTC/NTServer/NTFiles/CustData’)
OUTPFILE('JOBLOG.PDF’)

Please note: The path name starts with /QNTC in order to tell Power Systems that it is
the QNTC file system that is referred to. /QNTC is followed by the name of the PC to
which the data is transmitted: NTServer. Hereafter follows the name of the share (NT-
Files) and the selected target directory inside the share (CustData). Finally, the name of
the file itself is to be indicated (joblog.pdf).

Code Page 00037
Code Page 00256
Code Page 00260
Code Page 00273
Code Page 00277
Code Page 00278
Code Page 00280
Code Page 00281
Code Page 00284
Code Page 00285
Code Page 00290
Code Page 00290
Code Page 00297
Code Page 00367
Code Page 00420
Code Page 00423
Code Page 00424
Code Page 00435
Code Page 00437
Code Page 00500
Code Page 00813
Code Page 00819
Code Page 00833
Code Page 00836
Code Page 00838
Code Page 00850
Code Page 00851
Code Page 00852

Code Page 00855

CCSID Overview

(EBCDIC) USA/Canada
(EBCDIC) International #1
(EBCDIC) Canadian French
(EBCDIC) Germany FR./Austria
(EBCDIC) Denmark, Norway
(EBCDIC) Finland, Sweden
(EBCDIC) ltaly

(EBCDIC) Japan (Latin)
(EBCDIC) Spain/Latin America
(EBCDIC) United Kingdom

(EBCDIC) Japanese (Katakana) Non-extended

(EBCDIC) Japanese (Katakana) Extended
(EBCDIC) France

7-Bit ASCII

(EBCDIC) Arabic Bilingual

(EBCDIC) Greece

(EBCDIC) Israel (Hebrew)

(EBCDIC) Teletext Isomorphic

(IBM Personal Computer) USA
(EBCDIC) Multilingual #5

(ISO 8859, Part 7) Greece

(ISO 8859, Part 1) Latin Alphabet No. 1
(EBCDIC) Korea Extended

(EBCDIC) Simplified Chinese Extended
(EBCDIC) Thai Extended

(IBM Personal Computer) Multilingual
(IBM Personal Computer) Greece
Latin-2 Personal Computer

(IBM Personal Computer) Cyrillic
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Code Page 00856
Code Page 00857
Code Page 00860
Code Page 00861
Code Page 00862
Code Page 00863
Code Page 00864
Code Page 00865
Code Page 00866
Code Page 00869
Code Page 00870
Code Page 00871
Code Page 00874
Code Page 00875
Code Page 00880
Code Page 00891
Code Page 00895
Code Page 00897
Code Page 00903
Code Page 00904
Code Page 00905
Code Page 00912
Code Page 00915
Code Page 00916
Code Page 00920
Code Page 00921
Code Page 00922
Code Page 01008
Code Page 01009
Code Page 01010

Code Page 01011

(IBM Personal Computer) Hebrew

(IBM Personal Computer) Turkey

(IBM Personal Computer) Portugal

(IBM Personal Computer) Iceland

(IBM Personal Computer) Israel

(IBM Personal Computer) Canadian French
(IBM Personal Computer) Arabic

(IBM Personal Computer) Nordic

(IBM Personal Computer) Cyrillic #2

(IBM Personal Computer) Greece

Latin-2 Multilingual

(EBCDIC) Iceland

(IBM Personal Computer) Thai Extended
(EBCDIC) Greece

(EBCDIC) Cyrillic, Multilingual

(IBM Personal Computer) Korea

Japan 7-Bit

(IBM Personal Computer) Japan PC #1
(IBM Personal Computer) People’s Republic of China (PRC)
(IBM Personal Computer) Republic of China (ROC)
(EBCDIC) Turkey Extended Code Page
Latin-2

8-Bit ASCII/ISO Cyrillic

(ISO 8859-8) Hebrew

(ISO 8859-9) Turkey

Baltic 8-Bit

Estonian 8-Bit

Arabic 8-Bit

(7-Bit ISO) International Alphabet 5 (IAB)
French 7-Bit

German 7-Bit

Code Page 01012
Code Page 01013
Code Page 01014
Code Page 01015
Code Page 01016
Code Page 01017
Code Page 01018
Code Page 01019
Code Page 01024
Code Page 01025
Code Page 01026
Code Page 01027
Code Page 01036
Code Page 01040
Code Page 01041
Code Page 01042
Code Page 01043
Code Page 01046
Code Page 01051
Code Page 01088
Code Page 01097
Code Page 01098
Code Page 01112
Code Page 01122
Code Page 01123
Code Page 01114
Code Page 01115
Code Page 01250
Code Page 01252
Code Page 01253

Code Page 01254

Italian 7-Bit

United Kingdom 7-Bit

Spanish 7-Bit

Portuguese 7-Bit

Norwegian 7-Bit

Danish 7-Bit

Finnish/Swedish 7-Bit

Netherlands 7-Bit

(EBCDIC) Encoding of T.61 BTTX Characters
(EBCDIC) Cyrillic, Multilingual

(EBCDIC) Turkey

(EBCDIC) Japanese (Latin) Extended

(8-Bit ISO/ASCII) CCITTT.61 (BTTX)

(IBM Personal Computer) Korean Extended
(IBM Personal Computer) Japanese Extended
(IBM Personal Computer) Simplified Chinese Extended
(IBM Personal Computer) Traditional Chinese
Arabic Extended PC Data

(8-Bit) H-P Emulation, Roman 8

(IBM Personal Computer) Korean

(EBCDIC) Farsi

(IBM Personal Computer) Farsi

(EBCDIC) Baltic, Multilingual

(EBCDIC) Estonian

(EBCDIC) Cyrillic Ukraine

Traditional Chinese (Bigb)

Simplified Chinese (GB)

(Windows) Latin 2

(Windows) Latin 1

(Windows) Greek

(Windows) Turkish
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Code Page 01255 (Windows) Hebrew
Code Page 01256 (Windows) Arabic
Code Page 01257 (Windows) Baltic Rim

XERCES Licence

This product includes software developed by the Apache Software Foundation (http://www.
apache.org/).

A copy of that license is provided below for your reference.

License for XIMIL

The Apache Software License, Version 1.1
Copyright (c) 1999-2001 The Apache Software Foundation. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permit-
ted provided that the following conditions are met:

1) Redistributions of source code must retain the above copyright notice, this list of condi-
tions and the following disclaimer.

2) Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3) The end-user documentation included with the redistribution, if any, must include the
following acknowledgment: ,This product includes software developed by the Apache
Software Foundation (http://www.apache.org/)” Alternately, this acknowledgment may
appear in the software itself, if and wherever such third-party acknowledgments nor
mally appear.

4) The names ,Xerces” and ,, Apache Software Foundation” must not be used to endorse
or promote products derived from this software without prior written permission.
For written permission, please contact apache@apache.org The names , Xerces"” and
.Apache Software Foundation” must not be used to endorse or promote products
derived from this software without prior written permission.
For written permission, please contact apache@apache.org

5) Products derived from this software may not be called ,Apache’ nor may ,Apache”
appear in their name, without prior written permission of the Apache Software Founda-
tion.

THIS SOFTWARE IS PROVIDED “AS IS” AND ANY EXPRESSED OR IMPLIED WARRAN-
TIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANT-
ABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALLTHE APACHE SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOW-
EVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, ORTORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

Glossary

ABAP ABAP is a proprietary programming language created by the
software company SAP In its syntax it ressembles the program-
ming language COBOL, whereas it additionally includes SQL
statements (e.g. SELECT statements). The ABAP programming
language is flexible and has constantly been expanded, e.g. by ob-
ject oriented transactions. ABAP is an Interpreter (not a Compiler).

ABAP stands for Advanced Business Application Program-
ming. In the beginning it was called Allgemeiner Berichtsaufberei-
tungsprozessor.

AES AES stands for Advanced Encryption Standard. This encryption
standard was developed in the USA and succeeded DES. It satis-
fies the following basic requirements:

1. block size of 128 bits.
2. variable key lenghts of 128, 192 and 256 bits.
3. at least as fast and secure as Triple DES.
AFPDSLINE AFPDSLINE is a mixed data stream containing both LINE files and

AFPDS files. AFPDSLINE includes specification information for
print placement and presentation.
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AS2

ASCII

AFP

AFPDS

CcsID

DB2

DBCS

EBCDIC

EDI

AS2 stands for Applicability Statement 2 and is a specification
on secure data transport over the Internet. A detailed description
is to be found in RFC 4130.

Usually, the transported data are Electronic Data Inter-change
(EDI) messages, but this does not exclude other data types.

AS2 specifies how to connect and how to validate, send and verify
messages. It generates an envelope for the message in order to
send it securely over the Internet. Security is guaranteed by digital
signatures and encryption.

ASCII stands for American Standard Code for Information
Interchange. Originally, it was a 7-bit code where a number ,being
representable by 7 bits (0 bis 127), was assigned to capital and
lower case letters, numbers and some special characters .

The first 32 codes are functional characters (line feed, tabulator
etc.). German umlauts and other national special characters were
not considered.

These are included in the extended ASCII code based on a 8-bit
structure.

AFP stands for Advanced Function Presentation. It is a print
data stream presentation in the context of large-scale print produ-
tion. IBM uses the abreviation AFP for Advanced Function Print-
ing, too. In 1995 it was renamed Advanced Function Presentation.

A AFP data stream consists of compound documents (MO:DCA
mixed object document content architecture) including text,
graphical contents, fonts and bar codes.

CCSID stands for Coded Character Set Identifier. It allows to
determine country specific character sets and is very important to
convert EBCDIC to ASCII.

DB2 is a native Power Systems database system and file system
(physical files, libraries, members).

DBCS stands for Double-Byte Character Set. It is a set of
characters in which each character is represented by 2 bytes. The
result is a possible representation of 2562 different characters,
maximum 65,536 characters, which allows the representation of
Chinese and Japanese characters.

EBCDIC stands for Extended Binary Coded Decimal Inter-
change Code and is used in IBM mainframes for character
encryption.

EDI means Electronic Data Interchange.

It is a communication service to exchange structured business
data, especially sensitive data such as orders, invoices, payment
processes, etc.

Data can be proccessed directly in the sender’s and the receiver's
application.

EDIINT AS2

EDIFACT

FTP

GENTRAN(r) DDF

IXS

KMU

LINE

EDIINT AS2 is a special form of B2B data transmission. Files and
data sets can be defined according to the business partners’ spe-
cific needs. The transmission of data is effected over HTTP. Both
communication partners have to identify, an asymmetrical method
of data encryption is used.

UN/EDIFACT stands for United Nations Electronic Data Inter-
change For Administration, Commerce and Transport. EDIFACT
is an intersectoral, international standard format for the exchange
of electronic routine business documents, managed by a UN
organisation called CEFACT, affiliated to the UNECE. It is just one
of several international EDI standards.

Attention: EDIFACT is a standard for the data format, the way of

transmission is not concerned. EDIFACT is independent from the
transmission protocol, and theoretically, EDIFACT messages can

be sent by any electronic data exchange medium.

FTP stands for File Transfer Protocol. It is based on TCP/IP and
describes both a protocol and a program, which is mainly used to
send files with FTP servers over the Internet.

FTP knows the transmission modes ‘binary’ for any data and
‘ascii’ for text. FTP programs are available as clients of different
operating systems or in different web browsers.

Not least, anonymous FTP is common and the FTP server does
not require a particular password. The user ID “ftp’ or ‘anonymous’
and the personal email address are required to have access.

Gentran SAP DDF Utility Tool is a SAP ABAP programmm to gener-
ate required Gentran Data Definitions Files for Idoc structures.

It is essential for SAP EDI projects using converters such as
Gentran.

i-effect® has a Gentran DDF interface to enable i-effect® to import
these Definition Files.

IXS stands for Integrated xSeries Server for Power System i.

IXS is a PCl expansion card, that is inserted into the System i i5/
AS400.

IXS expands the existing System i with the x86 architecture. It
uses parts of the mother system'’s resources (virtual network
adaptors and hard drives).

Basically, IXS is a computer system which consists of a CPU, a
chip set with integrated graphics and network adaptors, as well as
its own working memory.

KMU means Kleine und Mittlere Unternehmen (small and
medium businesses).

LINE data is prepared printing data for line printers. They do not
contain every necessary information concerning placement and
presentation, which are needed by a page printer. LINE data is
generated on System/390 computers.
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Mass Signature

MD5

MDN

MIME

ocsP

OFTP

0S/400

Mass signature means that more than one signature can be cre-
ated with the SmartCard after the PIN has been entered on the
card reader.

Mass signatures, in conjunction with qualified electronic sig-
natures, can only be generated for invoices by software and
hardware that meet the requirements of the signature law and
signature ordinances.

Signature sessions for mass signatures, in conjunction with quali-
fied electronic signatures, must be limited in their number or in
the duration of the signature session.

MD5 means Message Digest Algorithm 5. It is a one-way hash
function developed by Ronald L. Rivest.

MD?5 uses 4 (instead of 3 at MD4) modified rounds and generates
a hash value of a lenght of 128 bits. These hash values are typi-
cally expressed as a 32-digit hexadecimal number. This may look
as follows:

34048ce4cd069b624f6e021bab3ecdeb

Such MD5 checksums are, amongst others, used by PGP and to
check integrity of files by comparing a file's current MD5 check-
sum with a known former checksum in order to find out if the file
is changed or damaged.

MDN means Message Disposition Notification. It is a message
informing the sender that the receiver has read the email.

MDN is described in RFC 2298.

MIME stands for Multipurpose Internet Mail Extensions, or
BASE64.

It is a method that allows to attach binary information (machine-
readable data) to emails.

When receiving and reading an email, the attachement can be
decrypted and filed by the email program.

Online Certificate Status Protocol - is used to verify the status
of a certificate directly with its originator.

OFTP stands for Odette File Transfer Protocol and is a protocol
for direct electronic data transmission between two communica-
tion partners. It complies with reference 4914/2 by the VDA (Ger
man interest group of the German automobile industry) as well as
the Odette organisation.

Originally developed for EDI in the German automobile industry,
OFTP is also applied in other industries, e.g. to exchange position
of accounts data and payment transactions data between banks
and companies.

0S/400 (OS=0perating System) is an operating system for the
minicomputers of the IBM Power Systems as well as AS/400. It
was developed by IBM and introduced in 1988. With the introduc-
tion of Version 5 Release 3 (VBR3MO0), OS/400 was renamed as i5/
Os.

PCL

PKI

POP3

Push Technology

PGP

Qualified
Electronic
Signature

PCL means Printer Command Language and is a printer lan-
guage which was developed by Hewlett Packard for laser printers.

PKI stands for Public Key Infrastructure. It allows users to
securely exhange data and information in normally unsecure
networks (e.g. Internet)

Therefore public and (secret) private keys are used, i.e. asym-
metric encryption. Both keys are created at the same time with
the same algorithm, which is based on certain mathematical
characteristics of prime numbers.

The best-known program of this kind is PGP,

POP3 is the third version of the Post Office Protocol:

Because of POP3, a computer is able to retrieve electronic mail
from a special POP3 server via an Internet connection (TCP/IP).
The email will be stored in a sort of letter box on the server until
the user retrieves the email using password identification.

POP3 is described in RFC 1725.
Sending emails is effected by SMTP (see below).

Push Technology is a method that quasi automatically deliveres
new content to the user's computer, whenever it is available from
newgroups, web, etc..

Push channels as well as mailing lists provide up to date informa-
tion for users having subscribed to it without special require-
ments. News, stock prices, prices, publicity, as well as pictures,
videos, etc. are received in normal web browsers.

PGP stands for Pretty Good Privacy. It is an encryption program
for emails and any data, and it is also used for digital signature.

In contrast to alternative encryption programs, which use the
same key for both encryption and decryption, PGP is based on a
two key principle (public key/private key).

Qualified electronic signatures are signatures, which, in accord-
ance with the German signature law, can only be produced by

the appropriate hardware and software with authentication of the
owner of the signature key. The signature key is saved on a special
SmartCard, which was produced especially for the user. Smart-
Cards and card readers must also be approved by the Federal
Network Agency. Software products, which are allowed to gener
ate qualified electronic signatures, must have their manufacturers
declaration approved by the Federal Network Agency.



Qualified Electronic
Verification

RSA

SAVF

SHA-1

Signature Law

Signature Session

Qualified electronic verification refers to a processes determined
by German Signature Law SigG for verification of signed Invoice
data or documents.

This process is used to verify the signature as well as the cor
responding certificates and algorithms. This creates a report in
which the status of the verification is displayed.

Software products that enable verification of electronic signatures
must have their manufacturer’s declaration registered with the
German Federal Network Agency.

RSA stands for the inventors Ron Rivest, Adi Shamir,und Leonard
Adleman (Ron Rivest is also the creator of RC4).

RSA is a commonly used method of encryption. The RSA algo-
rithm allows to encrypt and decrypt data by using a key pair,
whereas one key is public and the other one is private, i.e. secret.
Data encrypted by one key can only be decrypted by the other
key.

Until the invention of RSA, symmetric methods (with just one key,
e.g. DES) dominated encoded communication.

RSA simplifies the distribution of the keys to the involved partners
before encryption can begin. This has an essential significance for
the security of Internet transactions.

Until today, RSA is the most important representative of asym-
metric encryption. It is used worldwide in security protocols such
as IPSec and SSL. It is also used with PGR SSH (Secure Shell) and
HBCI (Home Banking Computer Interface) .

SAVF is a special backup file which allows to save Power Systems
objects in savefiles, and to recover them at any time.

SHA-1 refers to secure hash algorithm. It is a set of crypto-
graphic hash functions serving to calculate a unique value for any
electronic data, mainly messages. It is all but impossible to find
two different messages, called collision, having the same SHA
value.

German Signature law (SigG) governs the basic requirements for
electronic signatures. i-effect® *SIGG is in line with the require-
ments of the version from May/16/2001 and the changes which
were made on Jan/4/2005 (BGBI. | S.2). Signature law states

that hardware and software, which are used to generate quali-
fied electronic signatures, must meet certain requirements. The
Federal Network Agency’s website contains information about
allowed hardware and software. The manufacturer’s declaration
must be submitted to the Federal Network Agency in order for the
software/hardware to be approved.

A signature session is used to generate signatures with a Smart-
Card. A signature session is activated by the authentication of

the SmartCard's user, and is responsible for generating qualified
electronic signatures until its validity expires. The validity is limited
either by the number of signatures or by a time limit.

Signature
Ordonances

SmartCard

Slot

SMTP

SaL

TELEBOX

i-effect® *SIGG is in accordance with the German

ordinances for electronic signatures (Signatureverordnung — SigV)
from Nov/16/2001(BGBI. Jahrgang 2001 Teil | Nr. 59) which was
changed by SigAndG. An ordinance is authorized by law and

has the same properties as a law. An ordinance is created by

an institution, which by law has the right and responsibility to
create ordinances. The Signature ordinance is given its power

by Signature law. SigV contains further or detailed requirements
for the software or hardware which is used to generate qualified
electronic signatures.

A SmartCard (or chip card) is a plastic card with an

embedded chip in it. The logic or memory contained in the chip
can have several functions. SmartCards are used by i-effect®
*SIGG for identification purposes and as a signature creation
device only. The SmartCard contains a certificate with the private
and public key of a user. A PIN for authentication is also con-
tained on the chip. The card’s logic prevents unauthorized use

of the card’s functions, and locks the card, if an incorrect PIN is
entered (usualyy, the user has three attempts). Depending on the
security level, reading or editing of the contents on the card are
blocked. A SmartCard, which has been approved by the Federal
Network Agency, is required for the creation of qualified electronic
signatures. The signature creation device on the SmartCard is a
part of the chip. The device uses the key, which is contained in the
certificate, to encrypt data.

A slot is an interface which allows the user to access the func-
tions and use the information on a SmartCard. A SmartCard can
have one or more slots.

SMTP stands for Simple Mail Transfer Protocol, a (simple) proto-
col that is used to transfer emails between two different Internet
servers.

SMTP is used worldwide in email correspondance, but only in
one direction, namely sending emails. It is unsuitable for email
retrieval. Other protocols such as POP3 or IMAP4 are used.

SQL stands for Structured Query Language. It is a data-base
computer language used for data retrieval in relational database
management systems. It's syntax is relatively simple and based
on the English common speech. SQL describes commands to
define database structures according to the relational algebra,
to modify datasets (add, edit and delete datasets) and to query
available data.

Many well-known database systems such as DB2, Microsoft SQL
Server, MySQL, Oracle, PostgreSQL and newer versions of Ac-
cess partly implement SQL language

standards.

Telebox is an artificial term describing the voicemail operated by
the Deutsche Telekom (German telecommunication company). The
Telebox in combination with suitable hard- and software can be
used for data transmission.
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Token

Triple DES

X.400

A token is a hardware component of a chip card or the chip card
itself. The token carries the certificates and their respective keys
(private and public). Using the contained hardware, the token can
also sign and/or encrypt data.

Triple DES is a variation of DES with a key lenght of 3 * 56 = 168
bits.

X.400 is an older standard for message transmission defined by
CCITT. Amongst others, it is important for the transport of emails
in a network.
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